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UNITED STATES DISTRICT COURT

7
DISTRICT OF NEVADA

8 .
-00 0-

9

UM TED STATES OF AMERICA ) CRIMINAL INDICTMENT10 
) 6o4PLAmTIFF ) 2:12-CR-

11 )
VS. ) VIOLATIONS:12 

)
g1) ROMAN ZOLOTAREV, ) 18 U.S.C. j1962(c) and 1963: Participation

13 A .K.A. ADM ,l'N ) in a Racketeer Influenced Comzpt
.A K.A. SUPPOkT, ) Organization (Count 1);

14 (cotmts 1-2, 19) )
) 18 U.S.C. j 1962(d): Conspiracy to

15 E2j KONSTANTIN LOPATIN, ) Engage in a Racketeer lnfluenced
A.K.A. GRAE ) corrupt Organization (cotmt 2);

16 (counts 1-2, 3j, 44, 47) )
) 18 U S C. j 1028(a)(l): Uljawf-ul17 E3j AI-EXANDSR Kos-rvuxov, ) Traftickiny in and Productlon of counterfeit

A.K.A.TEMP, ) Identituatlon oocuments or Authenticatiop
18 A.K.A. I(.t,Bs, (counts 1-2, 3-17) ) yeatures (counts 3 -17);

)
19 (41 MACEO BOOZER II1 , ) 18 .U S.C. 5 1028(ab(1): Attemot to Unlawful

A .K.A. X'X XSIM ONE , ) Trafsckine in an Nd 'P-ro-duction -of counterfeit
20 A.K.A. ()4 . ') Identificat'rkon oocuments or Authentication

A.K.A, EI- i'Aoluhlo , ) Features (count -18);
21 A.K.A. MR. RIGHT, )

A.K.A. MRDc87, ) 1 8 u-s c. 6 l028(av2): consoiracy to
counts 1-2, 3-17) ) Unlawfull ; Trans? 'Yl Yntilicfation22 ( ) D

ocumen ?t Authentlcatlon Featur ae and False
5) Tm-UUEN WONG , ) Identification Document tcount 19);23 (
A.K.A. RAY WONG, )

24 A.K.A. RAY. ' ) 18 U-S C. 6 1028(aV7J and (c)(3)(A1:
(counts 1-2, h-17) ') tlnlawrul '--rrmnt-e-r,' fo-ssessi-o 'n- 'a -nd 'use or a

) Means orldentlscation (count 20);25
(6) EDW ARD MONTECALVO , )

26 A.K.A NIGHTMARE, ) , 18 U.S.C. j 1029(a)(2): Trafficking in and
.A K.A. TENUREM , ) Use of Counterfeit and Unauthorized Access

(Cotmts 1-2, 3-17, 22-55) ) Devices (Count 21))
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1 (7) YU FENG W ANG , ) 18 U.S.C. dj 1029(a)(3): Possession of
A.K.A IBATISTUTA, ) Fifteen or More Counterfeit and

2 (Counts 1-2) ) Unauthorized Access Dévices
) (Cotmts 22 -55);

3 (8) MOHAMED AMR MAHMOUD, )
A.K.A. AMR MAHMOUD, ) 18 U.S.C. j l029(a)(4): Unlawhzl

' ' ' ' 4 'ACK.'A: CC - - TRADER, ) Possessio yn Produc-tion.and Trafiicking in
A.K.A. KENOZA, ) . Device-Making Equipment
(Counts 1-2, 20, 22-55) ' ) (Counts 56-60);5

)
6 (91 JERMAINE SMITH , ) 18 U-S C. j 1029(a)(4): Conspiracy to

A.K.A. SIRCHARLIES7, ) Unlawful Possessign, Prodpction and
A K.A. FAIRBUSINESSMAN, ) Trafficking in Devlce-Makmg Equipment7
(dounts 1-2, 61- 62) ) (Counts 61-62); and

' )8
(10q MAKYL HAGGERTY, ) 18 U.S.C. j 2: Aiding and Abetting (Counts

9 A.K.A. WAVE, ) 1, 3-17, 18, 20, 2l, 22-56, 61-62).
(Counts l -2) ) -

. 

' 

)10
g1 IJ ALADELOLA TESLIM AJAYI , )

j 1 A.K.A, BANK MANAGER, )
A.K.A. DOCUMENT MANAGER, )
A.K.A. COREY, (Counts 1-2, 61-62) )12

) .
gl2! ALEXANDRU Iox )13 
A I(. A. ABAGXAI-EFRXNK, (counts 1-2) )

)14
(13) JORDAN GEORGIEVSKL )
A.K.A.DEVICA, )1 5
(Counts 1-2) )

)16
(14) ROMAN SELEZNEV, )
'A.K.A, TRACKA )17 
K A BULBA, )A. . .

A.K.A. NCIJX )18 
(counts 1-2, 2i-s5) )

)19 
l5j QASIR MUKHTAR, )E
A.K.A. CALIBER )20 
(counts 1-2, 56-64) )

)21 
g16) Rov AvAo )
A.K..A. RABIE AïrAo )

22 h K A
. PATISTOTA, (counts 1-2, 22-55) )

)23 
(l7j Mm A Moltm s, )
A.K.A. SOURC .E )24 
(counts 1-2, 22-54) )

)25 
(18) RACHID IDAALI, )
A.K.A. c4Ro3R )

26 (counts 1-2, 22-45) )

2
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1 (191 LIRIDON MUSLIU, )
A K.A. BOW L )

2 (éounts 1-2, 2ï-5s) )
)

3 (201 SERGEI LITVINENKO, )
A.K.A. DORBIK )

-' 4 A K.A. MATADôR, -''- - ' '- '' >---- '-' ' '
(Jount 2) )

5 )
(21q MICHAEL LOFTON, )

6 A.K .A . KILL ,IT )
.A K.A. LOFEXZY, )

(cotmts 1-2, 3-17) )7
)

g (22) SHIYANG GOU, )
A K.A. CDER, )
(dotmts 1-2, 3-17) )9

)
(231 DAVID RAY CAMEZ, )10
A K A. BADMAN )

.A k.X. DOCTORSLX, )11 
c ts 1-2, 3-17) )( oun

)12 
x )r241 CAMERON HARRISO s- 

.
A -K

.A. KILOBIT, )13 
counts 1-2, 3-17) )(

)14 
NDAR BEsAaovlc, )(251 ALBKSA

A K.A. QILLER )15 
(éounts 1-2, 3-177) )

)16 
6) DuvAuGl.m  BUTLER, )

A K.A. MACKMANN, )17 
(ciotmts 1-2, 21, 61-62) )

)18 
27q Irltsom clc TuovAs, )(
A K.A ISTI.mNA, )19 
(dounts 1-2) )

)20 
r281 Jol.m  ooE 1, )- 

.
A -K 

. A s ENN A o 7 l , )
21 (colmts 1-2, 3-17) )

)
22 r291 JOl.m  DoE z

, )- x  -K 
. A . M o R.F I Y , )

23 (counts 1-2, 3-17) )
)

24 r301 JOlm  DOE 3, )- 

.A ZA. GRUBER, )
25 (counts 1-2, l8) )

)
26
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l (311 JOHN D0E 4 )
A.K.A. MxxxTR($, )

2 (counts 1-2) )
)

3 (32) JO14N DOE 5, )
ZA K.A . ELIT3, )

)
5 (331 JOHN DOE 6, )

A.K.A. FOZZY, )
6 (Counts 1-2, 22-55) )

)
7 (34) JOI.lN DOE 7, )

A.K.A. .VITRU ,M )
A.K.A, LERMENTOV, )8
(Counts 1-2, 22-55) )

)9
(35) ANDREI BOLOVAN, )

o A.K.A. PANTHE ,R )1
- A K A . EUPHORIC )' ' 

j.jA.K.A. DARKMT , )1 l
(Counts 1-2, 22-55) )

)12
(361 JOI1N D0E 8, )-

A . -K . h . TM , )1 3
(Counts 1-2, 22-55) )

)14
(37) JoHN DOE 9, )
A.K.A. ZOOME ,R )15 
A K A. DEPUTAT, )
(counts 1-2, 22-55) )l 6 

)
(3 8) JOHN DOE 1 ,0 )17 
A x. A. CENTURION, )
(cotmts 1-2s 22-55) )18 

)
(39) JOI4N DOE 1 ,1 )19 

.A K.A. coNsIGLIORl, )
(counts 1-2, 61-62) )20 

)
DEFENDANTS. )21

22

23

24

25

26

4
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1 THE G R AND TURY CHARGESTHAT:

2 GENERAL ALLEGATIONS

3 The following General Allegations are rcalleged and incorporated in toto by reference in

4 Count Onefpartioipatoin a Racketeerlnfluenced Corrupt Organization) and Countqrwzœtflçmslliocy-. . . - . .

5 to Engage in a Racketeer lnfluenced Conupt Organization) herein.

6 TH E ENTERPRISE

7 1. At a11 times relevant to this indictment,

s (1J ROMAN ZOLOTAREV mkva. Admin a.k.a. Support;
(2) KONSTANTIN LOPATIN mka. Graf;

9 E31 ALEXANDER KOSTYUKOV aka. Temp a,k.a. Klbs;
(41 M ACEO BOOZERIII mk.a. Xu simonea.k.a, ()4 mk.a. El Padrino a.k.a. Mr.

10 Right a.k.a. m rdc87;
(5) TIN-YUEN W ONG a.ka. Ray Wong a.k.a. Ray;
(6J EDW ARD MONTECALVO a.k.a Nlghtmare mkva. Tenure4zl;11
(7) YU FENG W ANG mka lbatismta;

2 @8) M OHAMEDAMRMAHM OIJD aka. AMRMAHMOUD a.ka, CC- -'rrader1
ya . k a . K e ng z a ;

(9) JERM AINE SM ITH a.k.a. Sircharlies7 a.k.a. Fairbusinessman;1 3
E10) MAKYL HAGGERTY mk.a. Wave;
(1 1) ALADELOLA TESLIM AJAYI mk.a. Bank Manager a.k.a. Documehtl 4

M anager a.k.a. Corey;
(12) ALEXANDRU ION mk.a. Abagnalefrank;15
(13) JORDAN GEORGIEVSKI a.k.a. Devica;
(14) ROMAN SELEZNEV mka. Trackz a.k.a. Bulba mk.a. Nctlx;16
(151 QASIR MUKHTAR mk.a. Caliber;
:164 ROY AYAD a.k.a. RABIE AYAD a.k.a. Patistota;1 7
(17) M INA M ORRTS a.k.a. Somce;
g18j RACHID IDAALI avk.a. C4rd3R;1 8
(19) LIRIDON MUSLIU a.k.a. Bowl;
(20) SERGEI LITVINENKO a.k.a. Dorbik a.k.a. Matador;19 
21j MICHAEL LOFTON mk.a. Killit mk.a. Lofeazy;E
(221 SHIYANG GOU a.k.a. Cder;20
(23) DAVID RAY CAM EZ mk.a. Bad MM mk,a. Doctorsex;
(24) CAMERON HARRISON mk.a. Kilobit;2 1
(25) ALEKSANDAR BESAROVIC avk-a Qiller;
(26) DUVAUGHN BUTLER a.kva. Mackmann;22 

pm cx THOMAS a.k.a lstunna;(27) FRE
(282 JOHN DOE l mk.a Sennax l;23
(292 JOHN DOE 2 a.k.a. Morfiy;
(3% JOHN DOE 3 a.k.a. Gnzber;24
(31) JOHN DOE 4 mk.a. Mjxxtro;
(32) JOHN DOE 5 a,ka. Ellt3;25
(33) JOHN DOE 6 a.k,a. Folzy;
(341 JOHN D0E 7 a.k.a. .vltram a,k.a. Lermentov;26

5
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1 (35) ANDREI BOLOVAN a.k.a. Panther a.k.a. Euphoric a.k.a. Darkmth;
(36) JOHN DOE 8 a.k.a. TM ;

2 (37) JOHN DOE 9 mkaa. Zoomer mk.a. Depuut;
(38) JOHN DOE 10 a.ka. Centurion; and

3 (391 JOHN DOE 11 mka. Consigliori;
- '-  ' - # fendantshereinya d lcnau,v. a-aznknown, aremembersof,eemplo yvaud,%sociates. .-.-.--

5 of a criminal organization, hereafter referred to as tçthe Carder.su organizations'' whose members

6 engage in acts of identity theft and tinancial fraud, including, but not limited to, acts involving

y trafficking in stolen means of identification; trafficking in, production and use of counterfeit

8 identification documents; identity theft; trafficking in, production and use of unauthorized and

9 counterfeit access devices', and bank fraud', and whose members interfere with interstate and foreign

10 cornmerce throug,h acts of identity theft and finmlcial fraud. Members artd associates of the

I I Carder.su organization operate principally in Las Vegmq, Nevada, and elsewhere.

12 2. The Carder.su organiM tion, including its leadership, members, and associates,

:! constitutes an ttenterprise,'' as detined by Title 18, United States Code, Section 196144), that is, a1

group of individuals associated in fact, although not a legal entity. The enterprise constitutes an14 
k

ongoing organiwation whose members fundion as a continuing unit for a common purpose ofl 5

achieving the objectives of the entemrise. The enterprise is engaged in, and its activities affect,1 6

interstate and foreign commerce.17

. PURPOSES OF THE ENTERPRISE .1 8

3. n e purposes of the enterprise include, but are not limited to, the following:19

A. to emich the members and associates of the enterprise through the unlawful
20

trafficking in: means of identilication, document-making implements,
2 1

counterfeit identification doouments, device-making equipment, and,
22

tmauthorized and cotmterfeit access devices;
23

B. to create, maintain, and control a marketplace for the distribution of stolen
24

property, such as victims' personal and Gnancial means of identification;
25

26

6
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1 C. to protect the enterprise and its members from detections apprehension and

2 Prosecution by law enforcement;

3 D. to Presenre and proted the operations and prof t of the enterprise through the

- . - . -v . . .- --- .- . .. . .. .... .djscipjue, expulsiomc d'tHher adgvofretributiom.and . . . .'- -- .----

5 E. to Promote and enhance the reputation and standing of the enterprise and its

6 m embers amolig rivals.

7 M EANS AND M ETHODS OF THE ENTERPRISE

g 4. Among the means and methods by which the defendants and their associates condud

9 and participate in the conduct of 1he affairs of the enterprise include, but are not Iimited to, the

o following:1

A. M embers of the enterprise and their associates did traffic in and produce, didl l 
..

attempt to traffic in and produce, and did conspire to trafiic in and produce,1 2

counterfeit identification documents, which affects interstate and foreign1 3

Comm erce.14 .

B. M embers of the entermise and their associates did unlawfully transfer, did1 5

attempt to tmlawfully transfer, and did conspire to tmlawfully transfer
1 6

cotmterfeit identiscation documents, which affects interstate and foreign
l 7

Cornrnerce.1 8 .

C. M embers of the enterprise and their associates did possess document-making
1 9

implem ents, did attempt to possess docum ent-making implements, and did
20

conspire to possess docum ent-making im plements, which affects interstate
2 1

and foreign commerce.
22 '

D. Members of the enteprise arld their associates did unlawfully transfer,
23

possess and use, did attempt to tmlawfully transfer, possess and use, and did
24

conspire to unlawfully transfer, possess and use a means of identilication of
25

26

7
x.
'
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1 another person in îhe commission of and in connection with the crime of

2 Bank Fraud, which affects interstate and foreign commerce.

3 E. M embers of the enterprise and their associates did traffic in and use, did

-- - - .. , 4 - . -- .- - . . . -. . .. .attempt to.trafl-le-ie-and.ure . cknzl did-conspker to traftic in an use counterfeit . .. -- -

5 and unauthorized access devices, which affects interstate and foreign

6 Comm erce.

7 F. M embers of the enterprise and their associates did possess, did attempt to

8 possess, and did conspire to possess fifteen ( 15) or more counterfeit and

9 unauthorized access devices, which affects interstate and foreign commerce.

j () G . M embers of the enterprise and their associates did traffic in and possess, did

attempt to traftic in and possess, and did conspire to traflic in and possess11 
.

device-making equipment, wllich affects interstate and foreign commerce.12

H. M embers of the entemrise and their associates did plan, attempt to plan, and13

conspire to plan, with the intent to defzaud, schemes to unlawfully obtainl 4
' 

m oney and property from banks and other financial inslitutions by way of
1 5

fraud, and material misrepresentations and false promises,16

1. M embers of the emerprise and their associates did use various means of
1 7

communication designed to protect the membership's anonymity and to
l 8

provide secuzity for the criminal organiz-ation from attack by other rival
19

criminal organizations and from law enforcement detection, including but
20

not lim ited to, 1he use of:
2 1 .

( i) Various website fontms and chat rooms, such as Carder.info,
22

Carder.su, Crdsu.su, Carder.biz, artd Carder.pro, which are
23

' 

controlled bythe Carder.su organiz-ation for use as theironline
24

gathering places, that is, as ttvirtual clubhouses,'' which
25 .

26

8
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1 provide secure meeting locations for the members and

2 associates of the criminal' organizxtion;
i

3 (ii) Privatemessaging (''PM'') which is anon-fonzm wide message
... -.. >.. .- .4 .. .. ..- - .--. ...... .. ... .xnj.yetweenxjyjdjvkduajmembem (jW v cn'minal Organizxtinnîo . .. . ..

5 WG SiY UOIXmS;

6 (iii) E-mail, some of which are encrypted and passwordprotected,

7 or use service providers located outside the United States', .

8 (iv) ICQ chat, which is a free instant messaging electronic

9 communioation services provided by ICQ, Inc., a

subsidiary of AOL. ICQ user accotmts m.e identified by a10

Universal Identitication Number (''UlhP');1 1

(v) Proxies, which are achieved by bouncing from one computer12

to another to hide a member's true originating IP address;13

(vi) 'Virtual Private Network, (d$VPNs''), which are similar to a14

proxy, butwiththe additionof creating anencryptedtalnnelthat
1 5

cannot be monitored; andl 6

(vii) protected drop sites in the District of Nevada, and elsewhere,1 7 .

in the event that there is a need to transport, transfer, and
1 8

receive physical item s of contraband.
1 9

20

21 RoluEs olp THE DEFENPANTS

22 o reanizational H ierarchv

23 5 Leaders
, 
mem bers and associates of the Carder.su Organization have defined roles

24 in tlle enterplise
. 
At aIl times relevant to this indictment, the defendants participated in the operatien

25 and the management of the enterprise as follows:

26

9
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l a. Administrator - Defendant (1q ROMAN ZOLOTAREV a.k.a. Admin a.k.a.

2 Supporq (hereafter t&g1J ZOLOTAREV'), is the Administrator of the Carder.su organization.

3 E1q ZOLOTAREV serves as the head of the goveming cotmcil for the criminal organization who,

4 c ' cly, controlthe'destinyrf4he ' T-W inistratorhandles dapt .managenlent

5 decisions of the organintion, as well ms long-term strategic plmming forits continued viabilil. As

6 such, 21) ZOLOTAREV acts as a leader of the enterprises by appointing moderators, and directing

7 other members and associates of the emerprise in canying out unlawful and other activities in

8 furtherance of the conduct of the enterprise's affairs. (11 ZOLOTAREV determines which

9 individuals can become and remain members of the Carder.su organization. (1) ZOLOTAREV

10 regulates the functions,responsibilities and levels ofaccessto inform ationaccordedto eachm em ber.

l 1 (1q ZOLOTAREV bestows the rewards accorded members for their loyalty to the Carder.su

12 organization, and sets the punisllments to be meted out to members evidencing disloyalty to the

13 organization. (1) ZOLOTAREV decides when, how, and under what circumstances to attack and

to retaliate against members of rival criminal organizations and their associated Internet website14

forums. Asthe administrator, (1) ZOLOTAREV has full access to, and privileges on, the computer1 5

servershostingthe Crder.suorgY ation'swebsites. E1) ZoLoTAREvhaultimateresponsibilil1 6

for the administration, maintenarlce, anonym ity and security of the Carder.su organization'sl 7

computer servers, as well as forthe content of the Carder.su organization's lntemet website forums.1 8

g1) ZOLOTAREV'S criminal activities in furtherance of the entermise, include, but are not limited19

to, the commission of conspiracy to unlawfully transfer and sell false identification documents, and20

access device fraud.2 1

b. Moderators Defendants (2q KONSTANTIN LOPATIN a.k.a. Graf,22

(hereaher .4(21 LOPATIN ), and (31) JOHN DOE 4 a.k.a. Maxxtro (hcreafter t;(3l ) M AXXTRO'),23

are M oderators within the Carder.su organization. As such, these defendants act as leqders of the24

entemrise, directing other members and associates in carrying out unlawful and other activities in25

furtherance of the conduct of the enterprise's affairs. M oderators are members of the Carder.su26

10
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1 organization's goveming cotmsel; ms such, they oversee and manage one or more subject matter

2 specific areas on the Carder.su organization's websites that either fall within an area of the

3 Moderators' expertise, or cover their geographic location. As Moderators, (2) LOPATIN and (31)

-  ..... -4 .M - .TRQA....iSt g 11 ZOLOTAREA .kt-mopiwtoripg apl ppltcin-c thç f-cdçtryu orgapj4atjop'l.. .. ...-.-. ...

5 websites by editing and deleting members' posts on these forums and by mediating disputes among

6 the m embers. M oderators also frequently serve as Reviewers for particular products or selwices

7 provided through the enterprise with which they have an expertise. (2) LOPATIN'S climinal

g activities in furtherance of the enterprise include, but are not limited to, conspiracy to possess and

9 possession of fifleen (1 5) or more counterfeit and tmauthorized access devices. (3 1) MAXXTRO'S

1 () criminal activities in furtherance of the enterprise include, but are not limited to, transfer and use of

I l means of identification, and possession of fiheen (15) or more counterfeit and tmauthorized access

devices.12

lg c. Reviewers - The Carder.su organization allows members to sell contraband,

14 including, but not limited to, counterfeit documents and stolen bank accolmt and credit card

inform ation by wayof the Carder.su organization's websites to further the activities ofthe entem rise.1 5

Reviewers examine and test products and senrices that members of the Carder.su organizmion wish1 6 
.

to advertise and sell on its websites. Once Reviewers compete their examination of the products and1 7

services, they post a written surnm ary of that examination or testing on the Carder,su organization's1 8

websites. A favorable m itten review is a prerequisite to selling contraband on the websites. W hile1 9

most Reviewers primarily serve in the capacity of Administrator or M oderator for the enterprise, any20

qualified individual, even a general member, can be appointed by the Administrator to conduct a2 1 
.

review. Any member of the Carder.su organization could be appointed to serve as a Reviewer at any22

time.23

d. Vendors - Vendors advertise and sell products, servicesa and other contraband24

to members of the Carder.su organization by way of the Carder.su organiz-ation's websites after25

receiving a favorable written review from a Reviewer. Once a Reviewer is designated, a prospective
26 .

11

I
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1 Vendor is required to ship multiple samples of the product or provide the reviewer with access to'

2 the vendor's selwices to facilitate completion of the review. This contact between the prospective

3 Vendor and the Reviewer is usually made through private email messaging or through a public post

' ' 4 in the'apprcpriate seetion.on the Carder.su ergamization'p-websites. . ... .. -..-. ---- -  ..- .-. -. .

5 ( i) Defendant g31 ALEXANDER KOSTYUKOV a.k.a. Temp a.kva.

6 Klbs, (hereafter 6<(3q KOSTYUKOV''), is a Vendor of cashout services in the Carder.su

7 organization. (3j KOSTYUKOV'S cmshout services provide members ofthe Carder.su organization

s with a method to transfer funds, typically used in connection with obtaining and laundering illicitly

9 obtained funds from stolen bank and credit card accounts. (3) KOSTYUKOV receives a fee,

10 genearlly between forty-tive percent (45%) and sixtphvo percent (62%) of the total ftmds

1 1 latmdered, in exchange forproviding members w1t.1: cashout services. (3) KOSTYUKOV'S criminal

l 2 activities in furtherance of the enterprise include, but are not limited to, the production and

I 3 trafficking in counterfeit identification documents.

14 ( ii) Defepdant (4j MACEO lIOOZERlH a.k.a. Xxxsimonea.k.a. ()4

15 a.k.a. El Padrino a.k.a. Mr. Right a.k.a. mrdc87, (hereaûer &K (4J BOOZER 111'3, is a Vendor of

Etdumpsy'' that isa stolen and othem ise stolen credit card and debit card account data, in the Carder.su1 6

organization. (41 BOOZERIII sells dumpstomembers forplicesrangingfrom tiReendollars ($15)17

to one hundred tifty dollars ($150), depending on the quantity purchased arld the geographical1 8

location from which the dumps originate. Dumps from the United States are sold as the leastl 9

expensive and dumps fromthe Europe are sold as the most expensive. (41 BOOZER III's criminal20

activities in furtherance of the enterprise include, but m.e not limited to, the production and2 1

trafticking in counterfeit idtntification documents, and possession of fifteen (15) or more counterfeit22

and unauthorized access devices.23

( iii) Defendant (5j TIN-YUEN W ONG a.k.a. Ray Wong a,k.a. Ray,24

(hereafter tt(5) W ONG ''), is a Vendor of counterfeit plastic, which is a device-making implement25

used to produce counterfeit credit cards, in the Carder.su orgmzization. (5J W ONG sells blank26

' 12 .
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1 counterfeit plastic cards to members for twenty dollars ($20) to twenty five dollars ($25) each,

2 depending on the amount ordered, and he requires a minimum order of tifty (50). (5) W ONG also

3 sells embossed counterfeit credit cards for sixty five dollars ($65) to seventytive dollars ($75) each,

. . ., . - A. wwitl't a minimum ordvr Qf. tqn-(.14),... AdditiopAtly. (5) W O.NG also adye-lljqey-pn the Carder.su . . ...-...

5 organiz-ation's websites as a Vendor of dum ps, that is, stolen Visa credit card account numbers

' 6 priced from standard cards at thirty dollars ($30) each, to platinum or business cards at forty tive .

7 àollars ($45) each. (51 W ONG'S criminal activities in furtherance of the enterprise include, but are
i .j

8 not limited to, the production and traflicking in counterfeit identitication documents, unlawful

9 transfer and use of a means of identification, and conspiracy to possess device making equipm ent.

1: ( iv) Defendant (61 EDWARD M ONTECALVO a.k.aNlghtmare a.k.a.

1 1 Tenure44, (hereafter :4(6) MONTECALVO3), is avendor of dumps in the Carder.su organization

1 2 who also provides to members a dumps checking service, which checks with the issuing Gnancial

13 institutionto make sure, atthetimeof the member's purchase, thatthe credit card accountbeing sold

14 is still valid and open. (61 M ONTECALVO'S criminal activities in furtherance of the enterprise

include, but are not limited to, theproduction andtraflicking incounterfeit identifcation documents,1 5

possession of document-making equipment, and possession of fifteen (15) or more counterfeit and16

unauthorized access devices,1 7

( v) Defepdant (7) YU FENG W ANG mk.a Ibatistuta, (hemafter $4(7)1 8

WANG''), is a Vendor of dumps in tie Carder.su organization, as well as a Vendor of counterfeit1 9

credit cards, counterfeit hologram s, and signature pmlels that can be used to manufacture counterfeit20

credit cards. (7j W ANG sells blank plastic cards to members for ten dollars ($10) to fifteen dollars2 1

($15) each, depending on the quantity ordered. (7) W ANG sells the counterfeit holograms and22

signatures for one dollar ( $ 1 ) each. (7q W ANG'S criminal activities in furtherance of the enterprise23

include, but are not Iimited to, possession of tiheen (1 5) or more counterfeit and unauthorized access24

devices.25

26

1 3
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1 ( vi) Defendant I8j M OHAM ED AMR MAHMOUD a.kva. AMR

2 MAHMOUD a,kva. CC - - Trader a.kaa. Kengza, (hereafter &%g8) MAHMOUD'), is avendor in the

3 Carder.su organization of KCCVV,'' that is, stolen credit card account data which typically contains

' ' 4 alI of a cardholder's information, except not the-magnetic track infonnation containednn-tlm rmrmof- .-....-. .-

5 the physical credit card. CVV information includes an accotmt holders name, date of birth, Social

6 Sectlrity number, address, telephone ntzmber and mother's maiden name, as well asthe security code

7 on the rear of the credit card. (8q MAHM OUD also sells to members, for ten dollars ($10) each,

8 stolen Paypal accotmts, which include username and the password needed to access the Paypal

9 accotmt. (8) M AHMOUD also sells %$Fu11z,'' which include ftzll name, billing address, credit card

10 accotmtnumber, expiration date, Personal ldentiticationNumbers (EPlNs''), Social Securitynumber,

l 1 mother's maiden name, date of birth and the security code on the rear of a credit card, for a victim

12 account for twenty dollars ($20) each, with a minimum order of two htmdred dollars ($200). Also,

1 3 (2) M AHM OUD sells t<Enroll/coBs,''which include ftzll name,billing address, creditcard accotmt

nlzmber, expiration date, PlN, Social Security number, mother's maiden name, date of birth, the14

security code on the rear of a credit card, and the username and password to access the account1 5

online, for one hundred forty dollars ($140) to two htmdred dollars ($200) eacb, depending on thel 6

amount of money in the victim account. (8) MAHMOUD'S criminal activities in fartherance of the1 7

enterprise include, but are not limited to, transferand use of means of identification, and possession18

of tifteen (15) or more counterfeit and tmauthorized access devices,1 9 .

( vii) Defendant (9) JERMAINE SMITH a.k.a. Sircharlies; a.kva.20

Fairbtksinessman, (hereafter :4E91 SMITH''), is avendor of counterfeit plastic and counterfeit credit2 1

cards in the Carder.su orgmzization. (9) SMITH'S crimilial activities in furtherance of the entemrise22

include, butare not limitedto, possession oftilteentls) ormore counterfeitandunauthorized access23

devices, and conspiracy to possess and possession of device-making equipment.24

( viii) Defendant g10) HAGGERTY a.k.a. Wave, (hereaher %d(10)25

HAGGERTY''), is avendor of counterfeit identification documents and counterfeit credit cards in '26

l 4

I
1
!
:
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1 the Carder.su organization. (10j HAGGERTY manufacttlres and sells counterfeit drivers licenses

2 to members for the statts of California, Texas, W isconsin, Ohio, Rhode Island, Nevada,

3 Pennsylvaniw Illinois, Florida, Louisiana, Arizona, Hawaii, South Carolina, Georgia and New

' ' -'--'- 'Jkr'sëyk âg-well' as British Oolumbiveanadar Theprices range frommneAundred.xlollrs ($10fM.4m - -.

5 two hundred dollars ($200), depending on the state, g10q HAGGERTY also sells blank counterfeit

6 plastic for twenty dollars ($20) each and embossed cotmterfeit credit cards for thirty dollars ($30)

7 each. (10) HAGGERTY criminal activities in furtherance of the entemrise include, but are not

8 limited to, conspiracy to produce counterfeit identifioation documents, possession of tifteen (15) or

9 more counterfeit and unauthorized access devices, and conspiracy to possess device-making

10 Coklipm ent.

1 I ( ix) Defendant (1 1j ALADELOLA TESLIM AJAYI a.k.a. Bank

12 Manager a.k.a. Document Marmger a.k.a. Corey, (hereafter <J(l l j AJAYI''), is a Vendor of

I 3 counterfeit identitication documents, stolen or otherwise stolen corporate accotmt information,

14 dumps, and cotmterfeit credit cards in the Cardensu organization. (1 1 j AJAW 'S climinal activities

in furtheruce of the enterprise include, but are not limited to, possession of iifteen (15) i)r more1 5

counterfeit and unauthorized access devices, and conspiracy to possess device-making equipment.16

( x) Defendant g12) ALEXANDRU ION a.k.a. Abagnalefrank, t'hereaherl 7

çt(12J ION'') is a Vendor of dumps in the Carder.su organization. g12J I0N sells members bulkl 8

quantities of one htmdred (1 00) mixed Visa and Mastercard accounts for one thousand t'ive hundred19

dollars ($1,500) and one hundred (100) American Express cards for one thousand dollars ($1,000).20

(1 2) ION's criminal activities in furtherance of the enterprise include, but are not limited to,2 1

tmlawful transfer and use of a means of identification, and possession of tifteen (15) or more22

cotmterfeit and tmauthorized access devices.23 .

( xi) Defendant II3qJORDAN GEORGIEVSM  mk.a. Devica, (hereafter24

::g13) GEORGIEVSKI''), is a Vendor in the Carder.stz organization of counterfeit credit cards, as25 
.

well as counterfeit holograms that can be used to manufacture counterfeit credit cards.
26

1 5

 .
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1 (13q GEORGIEVSKI sells blank counterfeit plastic cards to members for forty tive dollars ($45)

2 each and embossed counterfeit credit cards for seventy tive dollars ($75) each.

3 (13) GEORGIEVSKI'S prices for the counterfeit holograms vary by the quantity purchased.

' -- -- 4' 'll3l-e RGlN % e in/'Ktivities in fudieranee-ef the .enterprise inerludw-bm nt- nnt -- - --.

5 limited to, possession of filteen (15) or more cotmterfeit and unauthorized access devices, and

6 conspiracy to possess and possession of device maldng equipment. .

7 ( xii) Defendant (14) ROMAN SELEZNEV a.k.a. Trackz a.k.a. Bulba

8 a.kaa. Ncux, (hereaûer t&(141 SELEZNEV''), is a Vendor in the Carder.su organization of dumps.

9 gl4) SELEZNEV sells members such a large volume of product îhat he has created arl automated

10 website, which he advertises on the Carder.su organization's websites. (141 SELEZNEV'S

l 1 automated website allows members to 1og into and purchase stolen and othem ise stolen credit card

12 account data witliout personal interaction with (1 4! SELEZNEV. (141 SELEZNEV'S website has

13 a simple interface that allows members to search for the particular type of credit card information

14 theywantto buy, add the numberof accounts they wish to purchase to their ''shopping cart'' and then

15 check out. Payment of funds is automatically deducted from an already-established account funded

through L. R., an om line digital currency payment system. Upon checking out, the purchased credit1 6

card account da< is available for the members to download. g14) SELEZNEV sells each stolen17

account number for approximately twenty dollars ($20). ( 14) SELEZNEV'S criminal activities in1 8

furtherarlce of the enterprise include, but are not limited to, conspiracy to possess and possession of1 9

fiheen (15) or more cotmterfeit and unauthorized access devices.20

(xiii) Defendut gl 5) QASIR M UKHTAR a.k.a. Caliber, (hereafter f;(1 5j2 1

MUKHTAW'), is avendor in the Carder.su organization of counterfeit plastic and counterfeit credit22

cards, as well as counterfeit holograms and signature panels that can be used to manufacture23

counterfeit credit cards. E15) MUKHTAR sells blank counterfeit plmstic cards to members for24

fifteen dollars ($15) each and embossed counterfeit credit cards for twenty dollars ($20) each.25

Counterfeit credit cards with a photograph or chip on them cost twenty tive dollars ($25) un-26

1 6
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1 embossed, and thirty dollars ($30) embossed. (15) MUKHTAR sells counterfeit cards with both

2 chip and photograph for thirty dollars ($30) tm-embossed, and thirty five ($35) embossed.

3 (151 M UKHTAR'S prices for the countedeit holograms vary by the quantity purchased,

' - -- '- -4' TAR'S criminal activi ' ' eranee-ef4he entemrise inelude Ret.limited . . . . . -.

5 to, possession of fiReen (15) or more counterfeit and unauthorized access devices, and conspiracy

6 to possess and possession of device making equipment.

7 ( xiv) Defendant (161 ROY AYAD a.k.a. RABIE AYAD a.k.a. Patistota,

8 (hereafter ''(16q AYAD''), is avendor of CVVS inthe Carderosu organization. El6! AYAD sells the

9 CVVS tluough an automated website, which he advertises on the Carder.su organization's websites.

10 (16) AYAD'S website allows members to view his products by looking up specitic bank

1 1 identiiication numbers (ç6BlNs''), and by looking up the geographical location of the victim CVVS.

1 2 ( l6) AYAD also sells a lookup service to members that they can use to make sure the CVVS are

1 3 valid at the time the member purchases them. (16) AYAD'S criminal activities in furtherance of the

14 entemrise include, but are not limited to, unlap'ful e nsfer arld use of a means of identification, and

l 5 possession of fiheen (1 5) or more cotmtedeit and unauthorized access devices,

16 ( xv) Defendant (17) M INA M ORRIS a.k.a, Source, (hereatter tûg17j

I 7 MORRïS''), is a Vendor of dumps inthe Carder.su organization, whichhe sells to members atprices

g ranging from t'welve dollars ($ 12) to one htmdred fifty dollars ($ 150), depending on the quantity1

purchased and the geographical location from which the dumps originate. (17j M ORRTS sells19

dumps from the United States ms the least expensive, and dumps from Europe, the M iddle East and20

Asia as'the most expensive. M ORRIS also has an automated website, which he advertises on the2 1

Carderxsu organization's websites. (17) M ORRIS' website allows members to look up dumps by22 .

Bm  to purchase accounts issued from a particular tinancial institution. ( 17) MOQRI'S' criminal23

activities in furtherance of the enterprise include, but are not limited to, oonspiracy to possess and24

possession of tifteen (1 5) or more counterfeit hrtd tmauthorized access devices.25

26 .

l 7
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1 ( xvi) Defendant (1 81 IU CHID IDAALI a.k,a. C4rd3R, (hereafter <t(18j

2 IDAALI''), is a Vendor in the Carder.su organization of CVVS, which contain ftzll name, billing

3 address, credit card account number, expiration date and the secttrity code onthe rear of a credit card,

-*- -4- O'rthe victim accomltsr ë  H 'seellstlte-Cvvs' rs''thr. ough his automated webshez .-.. --- -

5 (181 IDAAIaI advertises his website onthe Carder.su organization's websites, and his advertisement

6 includes his Universal IdentiticationNumber (aUlN''), which facilitates member-to-member (tICQ''

7 chats. 1CQ chat is afree instmztmessaging electronic communioation selwice provided byICQ, lnc.,

g a subsidimy of AOL. (181 IDAALI also sells Fullz, which include f'ull name, billing address, credit

9 card account number, expiration datey Social Security nmnber, mother's maiden name, date of birth,

10 tbe security code on the rear of a credit card, and occasionally the Pm . (181 IDAALI'S criminal

1 1 activities in furtherance of the enterprise include, but are not limited to, possession of tifteen (15)

l 2 or more counterfeit and unauthorized access devices.

13 ( xvii) Defendant (191 LIRIDON MUSLIU a.k.a. Bowl, (hereafter 1%(191

14 M USLIUM), is a Vendor in the Cardensu organization of CVVS, which he sells through his

15 automated website. (191 MUSLIU advertises his website onthe Carder.su organiz-ation's websites.

19) M USLIU'S criminal activ' ities in furtherance of the enterprise include, but are not limited to,l 6 (

1,7 possession of tifteen (15) or more counterfeit and unauthorized access devices.

( xviii) Defendant g20) SERGEI LITVINENKO a.k.a. Dorbik a.k.a.1 8

Matadors mereafter Gd(201 LITVINENKO'), is a Vendor in the Carder.su organization of ''bullet1 9

proof hosting'' senrices and infrastructure for criminal websites, including the Carder.su20

organization's websites. çtBullet proof hosting'' is a term of art utilized by carders to describe an2 l

Internet Service Provider C%ISP'') that will allow an individual to nm a website that contains illegal22

content, such as a fake website utilized for ççphishing,'' a criminal carding forum (e.g., the Carder,su23

' organization's websites), or an automated website tllat sells dumps. tiphishing'' is targeted method .24

of obtaining personal or fmancial information, typically done by the use of emails or counterfeit web25

pages presented to a potential victim that induces the victim under false pretenses to give their26

1 8
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1 infonnationto the attacker. (20) LITVINENKO'S criminal activities in furtherance ofthe enterprise

2 include, but are not limited to, conspiracy to possess fifteen (15) or more counterfeit and

3 unauthorized access devices.

5 GRUBEW ') is a Vendor of counterfeit identitication documents in the Carder.su organization.''

6 (301 GRUBER manufactures and sells cotmterfeit drivers licenses to mcmbers for the states of

7 California, Texas, W isconsin, Ohio, Rhode Island, Nevada, Pennsylvania, Illinois, Florida,

8 Louisiana, Arizona, Hawaii, South Carolina, Georgia and N ew Jersey, as well as British Columbia,

9 Canada. The prices range from one hundred fifty dollars ($150) to two hundred dollars ($200),

I () depending on the state. (301 GRUBER'S criminal activities in furtherance of the enterprise include,

I 1 but are not limited to, conspiracy to produce counterfeit identification documents, and possession

12 of fifteen (1 5) or more counterfeit and unauthorized access devices.

13 ( xx) Defendant (321 JOHN DOE 5 a.k.a. Elit3 (hereafter (t(321 ELIT3'')

4 is a Vendor in the Carder.su organization of Fullz, which include full name, billing address, credit1

card account number, expiration date, PlN, Social Security ntlmber, mother's maiden name, date of1 5

birth and the security code on the rear of a credit card, at prices of five dollars ($5) to seven dollars16

($7) each, with aminimum orderof Iifteendollars ($15). (32) ELIT3also sells Enroll/COBs, which17

includes the victim's full name, billing address, credit card account number, expiration date, Social1 8

Sectuity number, mother's maiden name, date of birtll, the security code on the rear of a credit card,19

driver license number, mothcr's date of birth, checkin'g account number, routing number and the20

username and password to access the account online, for tiReen dollars ($ l 5) each or twenty dollars2 l

($20) each, if the Enroll also includes the PlN. (32) ELIT3's criminal activities in furtherance of22

the enterprise include, but are not limited to, tmlawful transfer and use of a means of identification.23

( xxi) Defendant 1331 JOHN DOE 6 axk.a. Fozzy (hereaRer 16(33)24

FOZZYC') is a Vendor of dumps in thc Carder.su organization, whose prices range from twelve25

dollars ($ l 2) to one hundred dollars ($ l 00), depending on the quantity purchased artd the26

19

I

Case 2:12-cr-00004-APG-GWF   Document 1   Filed 01/10/12   Page 20 of 51



1 geographical location from which the dumps originate. Dumps from the United States are sold to

2 members as the least expensive and dumps from Europe are sold as the most expensive.

3 (331 FOZZY'S criminal activities in furtherance of the enterprise include, but are not limited to,

.- . - - .4 -perx- siorl of fiftee nr mnrorra'nlerfeit-and tmauthorized-acceu devineq.---- . . -. -- ..- -.- - -

5 (xxii) Defendant (341 JOI.IN DOE 7 a.k.a. .vitrum a.k.a. Lermentov

6 (hereafterqGg:3zq .VITRUM'')is a Vendorof dumps in the Carder.su organization, whose prices range

7 from fifteen dollars ($ 15) to one htmdred dollars ($ 100), depending on the quantity purchased and

g the geographical location from which the dump, originate. Dum ps from the United States are sold

9 to mem bers ms the least expensive and dum ps from Europe are sold as the m ost expensive.

10 (34) .VITRUM 'S criminal activities in furtherance of the enterprise include, but are not limited to,

j 1 possession of tiReen (15) or more cotmterfeit and tmauthorized access devices.

(xxiii) Defendant (35) ANDREI BOLOVAN a.k.a. Panthera.k.a. Euphoric12

a.k.a. Darkmth, (hereafterGsg3sl BOLOVAN'')a is avendorof dumps in the Carder.suorganiz-ation, '1 3

whose lemst expensive prices begin at twenty dollars ($20) for United States dumps. (35114

BOLOVAN'S criminal activities in furtherance of the entemrise include, but are not limited to,1 5

possession of fifteen (1 5) or more cotmterfeit and unauthorized access devices.1 6

(xxiv) Defendant (36) JOHN DOE 8 a.k.a. TM (herealter <$g36) TM '') is1 7

a Vendor of dumps and CVVS inthe Carder.su organization, which he sells to members through his1 8

automated website. (36) TM advertises his automated website on the Carder.su organization'sl 9 .

websites. (36) TM 's criminal activities in furtherance of the enterprise include, but are not Iimited20

to, possession of fifteen (15) or more counterfeit and tmauthorized access devices.2 1

(xxv) DefendMt (37) JOHNDOE 9 a.k.a. Zoomer mk.a. Deputat (hereaRer22

::L371 ZOOM EW') is a Vendor in the Carder.su organization of: stolen Paypal accounts, which23

include a victim 's username and the password necessac  to access the account; Proxies, which are24

achieved by bouncing from one computer to another to hide a member's true originating IP address;25

Fullz; and Credit Card Checking and Inform ation Lookups, which include Social Security numbers,26

20 .
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1 dates ofbirth and mothers' maiden names. (371 ZooMERprovides this serviceto membersthrough

2 an automated website, which he advertises on Rthe Carder.su organizationhs'' websites. (37)

3 ZOOM ER is also a Vender of dumps, wbich he sells to members at prices ranging from tifteen

' ' 4 dollars tslél-lo-one-htmdred fifty doll 4f%ywdep ' on the qumltity-purche . -,-- - .,

5 geographical Iocation from which the dumps'originate. (371 ZOOMER sell dumps from the United

6 States as the least expensive and dumps from Europe as the most expensive. (371 ZOOMER'S

7 criminal activities in furtherance of the enterprise include, but are not limited to, possession of fifteen

g (1 5) or more counterfeit and unauthorized access devices.

9 (xxvi) Defendant (38) JOHN DOE 10 a.k.a. Centurion (hereafter 61(381

10 CENTURION'') is a Vendor of dmnps in the Carder.su organiz-ation, which he sells to members at

. 1 1 pricesrangingfromfiReendollars tslsltoeighty dollarj ($80), depending onthe quantitypurchased

12 and the ge'ographical location fromwhich the dumps originate. (38) CENTURION sells dumps from

l 3 the United States as the least expensive and dumps from Europe as the most expensive.

14 (384 CENTURION'S criminal activities in furthermlce of the entemrise include, but are not limited

to, possession of fifteen (15) or more counterfeit and unauthorized access devices.1 5
5

j6 (xxvii) Defendant (39J JOHN DOE 11 a.k.a. Consigliori (hereaher :$(391

CONSIGLIORI'') is a Vendor of dumps in the Carder.su organization and sells counterfeit blank17

plastic cards to members for fiReen dollars (115) each, and embossed counterfeit credit cards for1 8

twenty dollars ($20) each. <:(39) CONSIGLIORI'S criminal activities in furtherance of the19

enterprise include, but are not lim ited to, possession of device-m aking equipment.20

e. M embers - An individual seeking membership in the Carder.su organization2 1

must successfully complete a num ber of security features designed ttl protect the organization from22

infiltration by 1aw enforcem ent or members of rival crim inal organizations. One such security23

feature requires a prospective member to be formally vouched for by at lemst tavo otller members in.24

good standing. Once membership is granted, members use the Cazder.su organization's websjtes as25

Sçvirtual clubhouses'' to gather together with other members to share information and to solicit and
26

21
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1 recnlit other members to engage in activities, including but not limited to criminal activities, in order

2 to achieve the common objectives of the entemrise. Members use the Carder.su organization's

3 vendors, by way of the organization's websites, to buy products and services, such as, credit card

r -- - -+ . -dumps.j false identificati-  nts,-aH etk pcont.rabanda. Members ehar ' . tion tbrough . - --. - .-

5 the organiz-ation's websites to teach other members how to engage in new criminal activities and

6 how best to perpetuate existing criminal schemes. Members are periodically appointed by the

7 Administratorto act as a Reviewer. Reviewers examine and test products and senices thatmembers

s of the Carder.su organization desire to advertise and sell on the Carder.su organization's websites.

9 lndividual disputes be- een members are settled by tbe Adm inistrator and M oderators. If a dispute

1() is decided adversely to a particular M ember, if M embers are found to be disloyal to the Carder.su

organization, or if Members behave in a manner that impedes achieving the common objectives of11

the entelw ise, the Administrator will mete out punishments, up to and including, stripping them of12

their memberships and barring them from accessing the Carder.su organization's websites.1 3

( i) Defendant (21) MICHAEL LOFTON avk.a. Killit axk.a. Lofeazy,1 4

(herealter ç.(21) LOFTON''), is amember of the Carder.su organization. (2 1) LOFTON participatesl 5 
.

in the entem rise, acting tmder the direction of and in concert w1t.11 other m embers of the entem risel 6

in carrying out unlawful and other activities in furtherance of the conduct of the enterprise's affairs.1 7

g21) LOFTON'S criminal activities in furtherance of the enterprise include, but are not limited to,1 8

production and trafticking in cotmterfeit identification documents, and unlawful transfer and use of19 
.

a means of identitication.20

( ii) Defendant (22) SHIYANG GOU a.k.a. Cder, (hereaher <:g22)2 1

GOU''), is a member of the Carder.su organization. (22) GOU participates in the enterprise, acting22

under the direction of and in concert with other m em bers of the enterprise in carlying out unlawful
! 23
i , ,

and other aotivities in furtherance of the conduct of the enterprise s affairs. (22) G0U s criminal24

activities in furtherance of the enterprise include, but are not limited to, production and traftick. ing25

26

22
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1 in counterfeit identification documen' ts, and possession of tifteen (15) or more counterfeit and

2 unauthorized access devices.

3 ( iii) Defendant (23) DAVID ILAY CAMEZ a.k.a. Bad Man a.k.a.
-  - '-+- 'Doctorsex; leroe râtlW ce Ez'?ls+.a-mee - M efederssuorgMization. (2-3.).rA=  -- - ---.. .

5 participates in the enterprise, acting under the direction of and in concert with other members of the

6 enterprise in canring out unlawful and other activities in furtherance of the conduct of the

7 enterprise's affairs. (23) CAMEZ'S criminal activities in furtherance of the enterprise include, but

8 are not limited to, production and trafficking in counterfeit identitication documents, possession of

9 t'ifteen (15) or more counterfeit and unauthorized access devices, and conspiracy to possess device-

10 making equipm ent.

1 1 ( iv) Defendant (241 CAMERON HARRISON a.k.a. Kilobit, (hereaAer

12 Gt(24) HARRISON''I, is a member of the Carder.su organization, (241 HARRISON participates

in the enterprise, acting under the direction of and in concert with other members of the enterprise1 3

in canying out unlawful and other activities in furtherance of the conduct of the enterprise's affairs.14

(241 HARRISON'S criminal activities in furtherance of the enterprise include, but are not limited1 5

to, production and trafficking in counterfeit identification documents, possession of fifteen (15) or16

more counterfeit and unauthorized access devices, and unlawful transfer and use of a means of17

identitication.1 8

( v) Defendant (251 ALEKSANDAR BESAROVIC a.k.a. Qiller,1 9

(hereaher ::(251 BESAROVIC''), is a member of the Carder.su organization. (25) BESAROVIC20

participates in the enterprise, acting under the direction of and in concert with other mem bers of the2 1

enterprise in oarrying out unlawful and other activities in furtherance of the conduct of the22

enterprise's affairs. (25) BESAROVIC'S criminal activities in furtherance of the enterprise include,23

. . but are not limited to, production and trafticking in counterfeit identification documents, conspiracy .24 
'

to produce and traflic incounterfeit identification documents, and possession of fifteen (15) or more25

counterfeit and unauthorized access devices.26

23
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l ( vi) Defendant (261 DIJVAUGHNBUTLER a,k.a. Maclunarm, (hereafter

2 ::(26) BUTLER''), is a member of the Carder,su organization. (26) BUTLER participates in the

3 enterprise, acting under the direction of mld in concert with other members of the enterprise in
I . .

''-A', x'arrying'eut tmlawful andxyther-adivititxs lierance of the conduct.of seloaffairs. ....-- .

5 (26) BUTLER'S criminal activities in furtherance of the enterprise include, but are not limited to,

6 ktsing and traflicking in unauthorized access devices, possession of tiReen (15) or more counterfeit

7 and unauthorized access devicesy and conspiracy to possess device-making equipment.

8 ( vii) Defendant (27) FREDRICK THOMAS a.k.a lstulma, (hereafter

9 6tg271 THOMAS'), is a member of the Cardervsu organization, (271 THOMAS padicipates in the

10 enterprise, acting under the direction of and in concert w1t11 other members of the enterprise in

I 1 cara ing out unlawlkl and other activities in furtherance of the conduct of the enterprise's affairs.

12 (271 THOMAS'S criminal activities in furtherance of the enterprise include, but are not limited to,

13 unlawful transfer and use of a means of identitication, and possession of fifteen (15) or more

14 ccunterfeit and unauthorized access devices.

( viii) Defenèant (28) 3OHN DOE 1 avk.a Sennao-/l, (hereaRer ::(28)1 5

16 SENNA071'') is a member of the Carder.su organization. As such, the defendant participates in the

enterprise, acting under the direction of and in concert $v1t.1: other members of the enterprise in1 7

cmqying out unlawful arld other activities in furtherance of the conduct of the enterprise's affairs.1 8

:1(28) SENNAO7I'S criminal activities in furtherance of the enterprise include, but are not limitedl 9

to, production and trafficking in counterfeit identification documents, and conspiracy to produce and20

traftic in counterfeit identification documents.2 1

( ix) Defendant (291 JOHN DOE 2 a.k.a. Mortiys (hereafter (6(29)22

MORI?IY''), is a member of the Carder.su organization. As such, the defendant participates in the23

enterprise, acting under the direotion of and in concert with other members of the entem rise in24

canying out unlawful mld other activities in furtherance of the conduct of the enterprise's affairs.25

(291 MORFIYAS criminal activities ifl furtherqnce of the enterprise include, but are not limited to,
.. 26

' 

:4
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l production andtraflicking in counterfeit identificationdocuments, conspiracy toproduce mzdtraffic

2 in counterfeit identitication documents, and conspiracy to possess device-making equipment. .

3

COUNT OYE
Pa-ft-ftrflïi't-i'lk-i k%iketièr Influélici'd LW rupt O/jadfiatlon

5

6 TH E RACKETEERING VIO LATION

7 l . Paragraphs l through 5 of the General Allegations Section are hereby realleged and

g incorporated as if fully set forth herein.

9 2. From a date unknown but not later than on or about Novem ber 22, 2005, through on

or about June 201 1, with both dates being approxim ate and inclusive, in the District of Nevada andl 0

elsewhere,1 1

(1) ZOLOTAREV;12
(2) LOPATIN;
g3) KOSTYUKOV;13
(4) BOOZER 111;
g5) W ONG;14
A  M ONTECALVO;
(7) W ANG;1 5
(8) MAHM OUD;
(9) SMITH;16
(101 HAGGERTY;
(1 11 AJAYI;17
(12q ION;
(13j GEORGIEVSKI;1 8
(14) SELEZNEV;
(1 5) M UKHTAR;19
(161 AYAD;
(171 M ORRIS;20
g181 IDAALI;
(1% MUSLIU;2 1
(21q LOFTON;
(22q GOU;22
(23) CAM EZ; .
(241 HARRISON;23
(25) BESAROVIC;
(261 BUTLER; .24
(2N THOMAS;
(28) SENNAX I;25
(29) M ORFIY;
(30) GRUBER;26

25 .

' 
i
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1 (31) MAXXTRO;
(32) ELIT3;

2 (33) FOZZY;
(34) .VITRUM ;

3 (351 BOLOVAN;
(36) TM;

. 4 . ...- . . pyj z% . R; . .- . =
(38) CENTURION; and

5 (39) CONSIGLIOW ;

6 îhe defendants herein, including others known ànd unknown, being persons who are members of,

7 employed by, and associated withthe Carder.su organization described above, an enterprise engaging

8 in, and the activities of which affects interstate and foreign commerce, unlawfully, and knowingly

9 did conduct and participate, directly and indirectly, in the conduct of the affairs of that enterprise

10 through apattern of racketeering activity, that is, through the commission of the following acts, more
!

l 1 fully described in Racketeering Acts 1 through 109, below.

12 THE PATTERN OF M CKETEERING ACTIVITY

13 3. The patlem of racketeering activity, as that term is defined in Title 18, United States

) 4 Code, Sections 1961(1) and (5), consisjed of:

M CKETEERING ACTS INVOLVING STOLEN M EANS OF IDENTIFICATION15
AND COUNTERFEIT IDENTIFICATION DOCUM ENTS

l 6 Racketeerine Acts 1 throueh 15
Unlawful Trafficking in and Production of False Identification Docum entsl 7

4. On or about each of the dates set forth below, in the State and Federal District of18

Nevada, and elsewhere,19

(3q KOSTYUKOV;20
A  BOOZER 111)
(5q W ONG;2 l
g6) MONTECALVO;
(211 LOFTON;22
(221 GOU;
(23J CAMEZ;23
(24) HARRISON;
(25) BESAROVIC;24 

d(28) SENNAO7I; an
(29) MORFIY; .25

26

26
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1 defendants herein, together with and aiding and abetting one another and other members and

2 associates of the Carder.su organization, including others known and unknown, did knowingly and

3 without lawful authority produce, and did cause others to produce, false identitication documents,

- '' 4 which were transported'imie mail in the cotlrse of the unauthorized prtydueti- y-in and affecti - .-. - --.

5 interstate and foreign comnaerce, and the offense involved the production and transfer of false

6 identification documents that are and appear to be driver's licenses, with each false identification

7 docum ent set forth below constituting a separate violation of Title 18, United States Code, Section

s 1028(a)(l), and Title 18, United States Code, Section 2:

9 R A Defendant Date Tvoe of Docum ent Nam e

jtl 1 (211 LOFTON Jarmary 23, 2009 NV Driver's License M. Webb

2 (3) KOSTYUKOV April 24, 2009 NV Driver's License A, Kostyukov11

3 (4) BOOZER III May l9, 2009 TX Driver's License M. Wrightl 2

4 (22) GOU May 26, 2009 NV Driver's License J. Wangl 3

5 (231 CAM EZ May 2à, 2009 NV Driver's License J. Helu.y14 
.

6 E3) KOSTYUKOV June 30, 2009 NV Driver's License M. Ulitin1 5

7 g5) W ONG September 14, 2009 NY Driver's License D. Pena16

8 (281 SENNAO7I October 6, 2009 NV Driver's License L. Sadik1 7 
.

9 (3) KOSTYUKOV October 13, 2009 WA Driver's License R. Sadriev1 8

10 (28) SENNAO7I October 20, 2009 NV Driver's License A. Davis1 9

1 1 A  M ONTECALVO November 9, 2009 VA Driver's License E. Montecalvo20 .

12 (291 M ORFIY November 19, 2009 NV Driver's License F. Grolsh2 1

13 (21) LOFTON Februac 1 1, 2010 NV Driver's License K, Marshall22

14 (24) HARRISON February 25, 2010 GA Driver's License D. Mock23

15 (25) BESAROVIC April 7, 201 1 GA Driver's License D. Vasic24

27
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1 Racketeerine Act 16
Attem pt to Unlawful Produce False Identification Documents

2

3 5. From on or about April 16, 201 1, until on or after M ay l 8, 20l 1 , in the State and

-  ' 4 Federaloistrict of Nevada; mld-elsewhercie e cdt. tlBEoédefendant hereins-togdly@r-with-oth .- . -.--

5 members and associates of the Carder.su organization, including others known and unknown, did

6 knowingly and without lawful authority attempt to produce, and did attempt to cause others to

7 produce, false identitk ation documents, in and affecting interstate and foreign comm erce, and the

g offense involved the production and transfer of false identification documents that are and appear

9 to be approximately two (2) Florida driver's licenses, in violation of Title l8, United States Code,

10 Sections 1028(a)(1), and (9.

l 1 Racketeerine Act 17
Attem pt to Unlawfully Produce False Identification Documents

l 2

6. Begirming on an llnknown date, but not later than February 1, 2010, and continuingl 3

to on or about February 5, 2010, in the States of Florida, New Hampshire, and elsewhere,14

(28) SENNAO7I, defendant herein, together with other members and associates of the Carder.su1 5

organization, including others known and unknown, did knoFingly and without lawful authority16

attempt to produce, and did attempt to cause others to produce, false identification documents, in and1 7

affecting interstate and foreign commerce, and the offense involved the production and transfer of1 8

false identification documents that are and appear to be a driver's license, bearing the name S.1 9

Salman, all in violation of Title 18, United States Code, Sections l028(a)(1), and (9.20

Racketeerine Act 1821 
I produce False Identification Docum entsConspiracy to Unlaw ful y

22 7 Beginning on or about Augtkst 20
, 2010, and continuing to on or about August 25,

23 2010 in the State of Nevada
, and elsewhere, the defendants, g30) GRUBER and g21) LOFTON,

24 together with othermembers and associates of the Carder
.su organization, including others unknown,

25 did unlawfully
, knowingly and intentionally combine, conspire and agree am ong them selves, and

26

28
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l with otherss to commit offenses against the' laws of the United States
, namely to knowingly and

2 without lawful authority produce a false identification document, in and affecting interstate and

3 foreign com merce, and the offense involved the production and transfer of a false identilication

. - . 4. urnent tllat is and-appenrq tn he n fln-lifomia driver's liçensmoxktating tlw name 1. Kjpp#s-ugl).ip

5 violation of Title 18, United States Code, Sections 1028(a)(1), and (9.

6 Racketeerinz Act 19
Conspirac'y to Unlawfully Produce False Identification Documents

7

g 8. Begirming on an llnknown date, but not later than M ay 22, 2010, and continuing to

9 on or about June 1, 2010, in the States of Iowas lllinois, California, and elsewhere, the defendants,

10 (25) BESAROVIC, and (10) HAGGERTY, together with other members and associates of the

Carder.su orgapization, including others known and llnknowns did unlawfully, knowingly and11

intentionally combine, conspire artd agree among themselves, and with others, to commit offensesl 2

against the laws of the United States, namely to knowingly and without lawful authority produce a1 3

false identification document, in and affecting interstate and foreign commerce, and the offense1 4

involved the production and transfer of a false identitication document that is and appears to be al 5

driver's license, bearing the name P. Petrovic, a11 in violation of Title 18y United States Code,
. l 6

sections 1028(a)(1), and (9.l 7

Racketeerine Act 201 8
conspiracy to Unlawfully Produce False Identification Docum ents

19 inning on an tmknown date
, but not later than June 8, 2010, and continuing to on9. Beg

20 b ut Jtme 27
, 2010, in the Sute of Califomia, and elsewhere, the defendants, (29! M ORFIY,or a o

21 d 10j HAGGERTY together with other members and associates of the Carder.su organization,an ( ,
22 'includingothers llnlcnown

, didunlaw ftzlly, knowinglyand intentionallycombine, conspire and agree

23 them selves
, andwith others, to commitoffenses againstthe laws oftheunited States, namelyamong

24 to knowingly and without lawful authority produce a false identification docmnent
, in and affecting

25 interstate and foreign commerce
, and the offense involved the production and transfer of a false

26

29
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1 identitication document that is and appears to be a Texas driver's license, bearing the name A. Laddp

2 a11 in violation of Title l8, United States Codes Sections l028(a)(1), and (t).

3 Racketeerinz Act 21
Conspiracy to Unlawfully Produce False Identification Documents

5 l0. Beginning on an unknown date, but not later th%  June 1 8, 2010, and continuing to

6 on or about June 25, 2010, in the States of New York, Califomia, and elsewhere, the defendant,

7 gl01 HAGGERTY, together with other members and associates of the Carder,su organization,

8 including others known and llnknown, did unlawfully, knowingly and intentionally combine,

9 conspire and agree am ong themselvess and with others, to comm it offenses against the laws of the

I () United States, namely to knowingly and without lawful autholity produce a false identification

l 1 . docmnent, in and affecting interstate and foreign cornmerce, and the offense involved the production

and transfer of false identilication documents that are and appears to be two (2) driver's licenses, one12

bearing the name R. Harrison, and one bearing the name A. Huber, a11 in violation of Title l 8, United1 3

. j 4 States Code, Sections 1028(a)(1), and (f).

Racketeering Act 221 5
Conspiracy to Unlawfully Transfer False Identification Documents

1 6
1 1. Beginning on or about August 22, 2008, and continuing to on or about March 23,l 7

2009, in the State of Nevada, and elsewhere, the defendant (1 j ZOLOTAREV, together with other1 8
' members and associates of the Carder.su organization, including others known and unknown, did

1 9
unlawfully, knowingly and intentionally combine, conspire and agree nmong themselves, and with

20
others, to commit offenses against the laws of the United States, namely to knowingly transfer and

2 1
cause others to transfer false identifi cation docmnents, knowing that such docum ents were produced

22
without lawf'ul authority, and the production and transfer of the false identilication documents was

23
in and affecting interstate and foreign commerce, and the offense involved the production and

24
transfer of false identification documrnts that art and appear to be driver's licenses, a11 in violation

25
of Title l8, United Sutes Code, Sections 10i8(a)(2), and (f).

26
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l Racketeerine Act 23
Possession of Docum ent-m aking Im plem ents

2

3 12. On or about January l 1, 201 1, in the States of Virginia, W est Virginia, M ichigan,

- ' ' ''- 4 '' California, and elsewhere, the.defendant (6J-MONTECALVO; togethep ' embers and . .--. ---

5 associates of the Carder.su organization, including others known and Ilnknown, did knowingly
)'

6 produce, transfer and possess a doclzment-maldng implement and authentioation features, to wit:

7 laminates used in the production of counterfeit Illinois driver's licences; and Photoshop templates

8 used to create counterfeit M aryland driver's licenses and counterfeit Florida driver's licenses; with

9 the intent such document-making implements and authentication features would be used in the

jtl production of a false identitication document, or used in conjunctionwith another document-maldng

1 j implement or authentication feature which would be so used, and the production, transfer and

possession of the document-making implem ent and authentication feature was in and affected1 2

interstateand foreigncornmerce, a1l inviolationof Title 18, United States Codes Section 1028 (a)(5).1 3

Racketeerinz Act 241 4
Conspiracy to Unlaw fully Transfer, Possess, and Use A M eans of Identification

1 5

13. On or about M m'ch 15s 2009, in the in the State of Cormecticut and elsewhere,1 6

(5j W ONG, defendant herein, together with other members and associates of the Carder.su1 7 .

organizmtion, including others known and unknown, did knowingly and intentionally combine,1 8

conspire and agree among them selves, and with others, to comm it offenses against the laws of the19

United States, namelyto knowingly transfer, possess and use, in and effecting interstate and foreign20

commerce, without lawful authority, one or more means of identification of otherpersons, including .2 l
I
1 but not limited to, stolen credit and debit card accotmt numbers, to wit: a Visa credit card account,! 22

! b ding in X-6329, with the intent to cornmit and to aid and abet the commission of and innum er en! 23

connection with any unlawful activity that constitutes a violation of Federal law, to wit: W ire Fraud
24

in violation of Title 18, United States Code, Section 1343, and as a result of the offense the
25

defendants and any other individual committing the offense, obtained something of value
26

31
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l aggregating one thousanà dollars, ($1,000) or more in a one-year period, that iss at least two

z thousand dollars ($2,000.00) in United States currency, from the Foxwoods Resort, Preston,

3 Connecticut, all in violation of Title 18, United States Codes Sections l028(a)(7), artd (9.

Unlawful Transfer, Possessiom  and Use of A M eans of Identification
5

6 14. On or about each of the dates set forth below, in the States of Nevada, Georgiaa

7 California, New York, M issouri, and elsewheres

8 !81 MAHM OUD;
(12) ION;

9 E161 AYAD;
221) LOFTON;

10 (241 HARQISON;
(273 THOMAS;

1 l E311 M AKXTRO; and
(32q ELIT3;

12

defendants herein, together with other membcrs and associates of the Carder.su organization,1 3

including others known and tmknown, did u owingly transfer, possess and use, in and effecting14

interstate and foreign commerce, without lawful authority, one or more means of identification of15

otherpersons, including but not limitedto, stole'n and otherwise stolen credit and debit card account16

numbers, account holders' names, dates of birth, Social Security numbersy addresses, and telephone1 7

numbers, wilh the intcnt to commit and to aid and abet the commission of and in connection withl 8

any unlawful activity that constitutes a violation of Federal law, to wit: W ire Fraud in violation of1 9

Title 18, United States Code, Section 1343, with eachinstance setforthbelowconstituting a separate20

violation of Title 18, United States Code, Section 1028(a)(7):2 1

lu  Defendant Date Account Num ber Nam e
22

25 (311 MAXXTRO November 25y 2006 X-5696 K. Kehoe23

26 (81 MAHMOUD October l9, 2007 X-5598 B. Detrich24

27 (31) MAXXTRO February 28, 2008 X-1914 D. Stickler25

28 (241 HARRISON June 26, 2008 X-6433 D. Olsen26

32

Case 2:12-cr-00004-APG-GWF   Document 1   Filed 01/10/12   Page 33 of 51



1 29 (32) ELIT3 & Jarmary 29, 2009 X-5462 T. Biggs
(21) LOFTON

2
30 (27) THOMAS & March 8, 2009 X-5580 D. Ewart

3 (8) MAHMOUD

4 .:j j . jgjzj .yx a 3-----.- , >. . x-4.478 -.. . Ta Miska .-. - .- -- -. -.--

5 32 (321 ELITJ November 10, 2009 X-8237 S. Smith

6 33 (271 THOMAS & November 12, 2009 X-5637 J. Smith
(32) ELITJ

7
34 (32) ELIT3 November 13, 2009 X-5002 S. McDonald

8

9 35 (121 ION August 3, 2010 X-3337 D. Bossman

10 36 (16) AYAD September 16, 2010 X-5079 K. Young

11 RACKETEERING A CTS INVOLVING
CO UNTERFEIT AND UNAUTHO RIZED ACCESS DEVICES

l 2

Racketeerine Act 37l 3
Using and Trafjicking in Uuauthorized Access Devices

14

15. On or about M arch 1, 201 1, in the State and Federal District of Nevada, and1 5

elsewhere, (261 BUTLER, defendant herein, together with other members and associates of thel 6

Carder,su organization, including others llnknown, did knowingly and with intent to defraud, traffic1 7

in and use an unauthorized access device, to wit: a Chmse Bank M astercard credit card accountsl 8

number ending in X-8088, which was stolen and obtained with the intent to defraud, and by such19

conduct did, on or about that smne date, obtain things of value in excess of one thousand dollars20

($1,000.00), that is, approximately one thousand lifty three lollars ($1,053.00) in goods and2 1
p
k merchandise, from W almart store number 2593, in or around Las Vegas, Nevada, with said22
;

trafficking and use in and affecting interstate comm erce, all in violation of Title l8, United States23

Code, Section 1O29(a)(2). . .24

25 ' ' '

26 ' ' '
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1 Racketeerine Acts 38 throueh 97
Possession of Fifteen or M ore Unauthorized Access Devices

2

3 16. On or about each of the dates set forth below, in the State and Federal District of

5 (11 ZOLOTAREV;
(21 LOPATIN;

6 (41 BOOZER 111)
g6) M ONTECALVO;

7 V1 W ANG;
g81 MAHM OUD;

8 L91 SMITH;
(101 HAGGERTY;

9 E1 11 AJAYI;
(12j ION;

10 (13i GEORGIEVSM ;
( 141 SELEZNEV;

1 1 (151 MUKHTAR;
(16) AYAD)

12 (171 MORRIS;
(181 IDAALI;

13 E19) MUSLIU;
(22) GOU;

14 (231 CAMEZ;
(24) HARRISON;

l 5 (251 BESAROVIC;
(26) BUTLER;

1 6 E271 THOMAS',
(301 GRUBER;

17 E311 TRO;
(33) FOZZY;

1 8 E341 .VITRUM;
(35) BOLOVAN;

19 (361 TM ;
(37) ZOOM ER; and

20 E381 CENTURION;

:2 l defendants herein, together with other' members and associates of the Carder.su organization,

including others known and llnknown, knowingly and with intent to defraud, did possess tifteen or22

more unauthorized access devices, that is, stolen credit and debit card account numbers issued to23

persons other than the defendants, and which are issued, owned, m anaged and controlled by a .24

tinancial institution, account issuer, or credit card system member within the jurisdiction of the25

26
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1 United States, in and affecting interstate and foreign com m erce, with each instance set forth below

2 constituting a separate violation of Title 18, United States Code, Sections 1029(a)(3), and (h):

3 IlA Defendant Date Anproxim ate No. Devices

... . .. -- .4- sg-.--.- -.- - tqj. zojaoerAjtEv & . February 13.9 3007 . Q#-. - - . - .. .- .
(3l ) MAXXTRO

5 .
39 (l) ZOLOTAREV & February 15, 2007 17

6 (331 FOZZY;

7 40 (7) W ANG April 10, 2007 more than 490

8 41 (81 M AHMOUD Febnzary 22, 2008 22

9 42 (30) GRUBER & . February 23, 2008 25
(341 .VITRUM

10
43 (341 .VITRUM May 7, 2008 40

11
44 (7) W ANG February 2, 2009 30

12
45 g8) MAHMOUD March 9, 2409 25

13
46 (61 M ONTECALVO January 21, 2010 50

14 47 (61 M ONTECALVO April 5
, 2010 220

1 5 48 (26) BUTLER & April l4
, 2010 15

g91 SMITH16

49 (251 BESAROVIC May l6, 2010 171 7

50 (1% HAGGERTY May 27, 2010 201 8

51 E10) HAGGERTY June 2, 2010 40l 9

52 (23) CAMEZ June 7, 2010 3020 .

53a. (4q BOOZER III June 9, 2010 20021 
53b. (4j BoozElt III June 10, 2010 50

22 Jujy 15
, 2(j1a 5054 (1 1) AJAYI

23 AJAVI July 2l
, 2010 14655 (1 11

24 xjy 26 2010 2356 (7) W ANG 
,

25 57 gl lj AJAVI July 27
, 2010 99

p 26
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1 RA Defendant ' Date Approxim ate No. Devices

2 58 (22) GOU July 29, 2010 34

3 59 gl2J ION & August 30, 2010 22
(35) BOLOVAN

60 (241 HAQRISON & September 7, 2010 21
5 (351 BOLOVAN

6 61 (121 ION October 15, 2010 more than 50

7 62 (131 GEORGIEVSKI October 15, 2010 more than 36

8 63 (22) GOU January l2, 201 1 69

9 64 (14) SELEZNEV Januazy 20, 201 l 29

1 O 65 (351 BOLOVAN February 1 1, 20l 1 69

1 1 66 :271 THOMAS March 5, 201 1 28

12 67 E15) MUKHTAR March 6, 201 1 46

lg 68 (1 11 AYAD March 15, 20l 1 15

14 69 (36) TM March 16, 2011 20

15 70 fl4J SELEZNEV March l8, 20l 1 20

71 (371 ZOOM ER March 18, 20l l 201 6

72 (17) MORRIS March 18, 20l 1 201 7

73 (181 IDAALI March 23, 2011 201 8

74 (2! LOPATIN March 24, 2011 181 9

75 f1 1) AYAD March 24, 201 1 2020

76 (33) FOZZY March 24, 201 1 222 1

77 (36) TM March 24, 201 1 2022

78 (371 ZOOMER March 24, 2011 2323

79 (381 CENTURION March 24, 2011 2324

80 g18) IDAAIJ March 26, 201 1 6025

81 (341 .VITRUM March 28, 201 1 2026
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1 lu  Defendant Date Alm roxim ate No. Devices

2 82 (381 CENTURION March 28, 201 1 74

3 83 (33) FOZZY March 28, 201 1 22

4 84 - ' (351 'BOLOVAN ' ' '-Mm'ch 28, 201 1 .20 ' - .. .. -. - -.- - -

5 85 f2J LOPATIN March 29, 201 1 21

6 86 (35) BOLOVAN April 6, 201 1 38

7 87 (35) BOLOVAN April 8, 201 1 20

8 88 g2J LOPATIN April 10, 201 1 21

9 89 (181 IDAALI April l 1, 201 1 20

1 () 90 (36J TM April l 1, 201 1 20

1 1 91 (371 ZOOMER April 1 1, 201 1 19

12 92 gl9) M USLIU April 12, 20l 1 49

13 93 (381 CENTURION April l2, 201 l 22

14 94 (191 MUSLIU April 22, 20l 1 12,710

j5 95 (17) MORRIS April 29, 201 1 22

j6 96 (14) SELEZNEV May l2, 201 1 100

97 (17) M ORRI'S June 14, 2011 2017

Racketeerine Acts 98 to 1031 s
Traflicking In and Possessing Access Device-M aking Equipment

1 9
l 7. On or about each of the dates set forth below, in the State and Federal District of

20

Nevada, mld elsewhere,2 1
l

(9) SMITH; E22
(l3J GEORGIEVSM ;
gl 5) MUKHTAR; and23
(391 CONSIGLIORI;

24 defendants herein, together with other members and associates of the Carder.su organization,

25 including others known and unknown, did knowingly and with the intent to defraud, traffic in, have

26
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1 control and custody over, and possess device-making equipment, that is blank plastic cards used in

2 the production of counterfeit access devices, which are issued, owned, managed and controlled by

3 a financial instimtion, account issuer, or credit card sysiem member within the jurisdiction of the
' 4 UniledG ate's, in and affectin ' tc-r d'fgreign commerce, with each instance.eet forth below- . -

5 constimting a separate violation of Titlc l8, United States Code, Sections 1029(a)(4), and (h):

6 IIA Defendant Date Apnrox. No. Plastic Cards

7 98 (131 GEORGIEVSM  Jarmary 5, 201 1 7

g 99 (151 M UKHTAR March 22, 201 1 26

9 100 (9J SM ITH April 5, 20l l 10

10 10l (39) CONSIGLIORI April 15, 201 1 20 '

1 l 102 (39) CONSIGLIORI May 23, 201 1 20

12 103 (391 CONSIGLIORI Jtme 9, 201 1 20

Racketeerine Acts 104 to 109l 3
Conspiracy to Trafficking In and Possess Aecess Device-M aking Equipm ent

l 4

18. On or about each of the dates set forth below, in the States of Nevada, Connecticut,1 5

Florida, New York, Califomia, Arizona, New Jersey, North Carolina, Michigan, and elsewhere,16

g5J W ONG;l 7
(9J SM ITH;
(10) HAGGERTY;1 8
(1 1) AJAYI;
(13) GEORGIEVSKI;l 9 

,(15) MUKHTAR;
(23) CAM EZ;20
(26) BUTLER; and
(29! M ORFIY;2 1

22 b d associates of the Carder
vsu organization,defendants herein, together with other mem ers an

23 1 dingothers known and unknown
, did kncwinglyarld intentionallycombine, conspire and agreeinc u

24 them selves
, andwith others, to com mit offenses againstthe laws ofthe United States, namelyamong

25 knowingly and with the intent to deâaud
, traffic in, have control and custody over, and possessto

26
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1 device-making equipment, that is blank plmstic cards used in the production of counterfeit access

2 devices, which are issued, owned, managed and controlled by a financial institution, account issuer,

3 or credit card system member within the jurisdiction of the United States, in and affecting interstate

- - - - - .. +. -and fgreeiN xcornme,r ' ach instance.setforth helnwzonstittzting a separnte violntion of Title - .- .....

5 18, United States Code. Sections 1029(a)(4), and (h):

6 R A Defendant Date Alm rox. No. Plastic Cards

7 lO4 (5) W ONG March 5, 2009 to 50
March 9, 2009

8
l05 (1 3) GEORGIEVSKI March 19, 2009 27

9
106 (15) MUKHTAR & February 4, 2010 26

10 (231 CAM EZ

1 1 107 (2% MORFIY & May l8, 2010 10
(1 0q HAGGERTY

1 2 108 (9) SMITH & August 31, 2010 10
13 (261 BUTLER

109 g1 11 AJAYI & February 16, 201 1 1014
(26) BUTLER

1 5

ALL IN VIOLATION OF TITLE 18, UNITED STATES CODE, SECTION 1962(c).1 6

17 COUNT TW O

Conspim cy to Engage in a Racketeer Innuenced Corrupt O rganization1 8

1 . Paragraphs 1 through 5 of the General Allegations Section are hereby realleged and19

incorporated as if fully set forth herein.20

2. From on or about November 22, 2005, up through and including June 201 1, the2 1

defendants,22

(1) ROMAN ZOLOTAREV ak a. Admin a.k.a. Support;23 
2j KONSTANTIN LOPATIN mk.a. Graf;(
(3q ALEXANDER KOSTYUKOV a.k.j. Temp mk.a. Klbs;24 

o BoozEn III a.k.a. xxxslmone a.k,a. ()4 mk.a. EI Padrino(41 M ACE
a.k.a. M r. Right a.k.a, m rdc87;25 

5j TIN-U JEN w oNc mk.a. Ray Wong a.k.a. Ray;(
(6q EDW ARD MONTECALVO a.koa Nlghtmare a.k.a. Tenure4zi;26
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1 (71 5r17 FIr?II; 5YM G a.kva Ibatistuta;
(81 MOHAM ED AMR MAHM OUD a.k.a. AMR MAHMOUD a.k.a.

2 CC- - Trader a.k.a. Kengza;
(9) JERMAINE SM ITH a.k,a. Sircharlies; a.k.a. Fairbusinessman;

3 g10) MAKYL HAGGERTY a.k.a. W ave;
g1 1j ALADELOLA TESLIM AJAYI mk.a. Bank Manager a.k.a.

-4- Doctlm ger . . . rey; - - ' -' '' -- ' '' - ' '--'-'
E12j ALEXANDRU ION a.k.a. Abagnalefrank;

5 (131 JORDAN GEORGIEVSKI a.k.a. Devica;
(14) ROMAN SELEZNEV a.k.a. Traclcz a.k.a. Bulba a.k.a. Ncux;

6 (15) QASIR MUKHTAR a.k.a. Caliber)
(16) ROY AYAD a.k.a. RABIE AYAD mk.a. Patistota;

7 (17) MINA M OQQIS a.k.a. Source;
(18) IU CHID IDAALI mka. C4rd3R;

8 (19) LIRIDON MUSLIU mk.a. Bowl;
(20) SERGEI LITVINENKO mk.a: Dorbik mk.a. Matador;

9 (21) MICHAEL LOFTON mk.a. Klllit mka. Lofeazy;
(22) SHIYANG GOU mk.a. Cder;

10 (23) DAVID ILAY CAMEZ a.k.a. Bad MM a.k.a. Doctorsex;
(24) CAMERON HARRTSON a.k.a. Kilobit;

l 1 (25) ALEKSANDAR BESAROVIC mk.a. Qiller;
(26) DUVAUGHN BUTLER mk.a. Mackmmm;

12 (27) FREDRICK THOMAS a.k.a lstunna;
(281 JOHN DOE l a.ka Sennao7l;

13 (291 JOHN DOE 2 a.k.a. Morfiy;
(3% JOHN DOE 3 a.k.a. Gmber;

14 (311 JOHN DOE 4 a.ka. Maxxtro;
(321 JOHN DOE 5 a.ka. Elit3;

15 (331 JOHN DOE 6 a.k.a. Fozzy;
(34) JOHN DOE 7 a.k.a. .vitrum a.k,a. Lermentov;

16 (351 ANDREI BOLOVAN a.ka. Panther avka. Eupholic mk.a. Darlanth;
(361 JOHN DOE 8 a.ka. TM;

17 (371 JOHN DOE 9 mka. Zoomer a.k.a. Deputat;
(38) JOHN DOE 10 mk.a. Centurion; and

1 g (3% JOHN DOE 11 mk.a. Consigliori;

l 9 together with otherpersons known and unknown and others known and unknown, being persons who

(2.0 are members of, employedby, and usociatede thçtthecrder.suorganization,'' arl enteprise, which

2 1 engaged in, and the activities of which affected interstate and foreign commerce, knowingly, and

22 intentionally conspired to violate Title 18, United States Code Section 1962(c), that is, to conduct

and participate, directly and indirectly, in the conduct of the affairs of that enterprise through a23

patlern of racketeering activity involving multiple acts indictable under:24

A. Title l 8, United States Code, Section 1028, identity theh and fraud related to25

identitication docum ents; and26
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B. Title l8,united States Code, Section 1029, access device fraud.1

3. It was a part of the conspiracy that each defendant agreed that a conspirator would2

commit at least two acts of racketeering activity in the conduct of the affairs of the enterprise.3

ALL IN VIOLATION OF TITLE l8, UNITED STATES CODE, SECTION l962(D).

COUNTSTH REE THROUGH SEVENTEEN5
Trafficking in and Production of False Identification Docum ents

6 On or about each of the dates spt forth below
, in the State and Federal District of N evada, and

1 lsewhere
se

8 3) AtaxxxpsR xos-rvvxov a.k.a. Temp a,k.a. Klbs;(
(4! MACEO BOOZER III a.k.a. Xxxsimone a.k.a. ()4 a.k.a. El Padrino9 
k a M r. Right a.kva. mrdc87;a. . .
(5q TIN-YUEN W ONG mka. Ray W ong a.k.a. Ray;10 
6j EDW ARD MONTECALVO mka Nlghtmare a.ka. Tentu.e44;(
(21j MICHAEL LOFTON a.k.a. Killit a.k.a. Lofeuy;1 1 
(22j SHIYANG G0U ak a. Cder;
(23) DAW D ILAY CAMEZ mk.a. Bad Man a.k.a. Doctorsex;12 
(24) CAM ERON HARRISON a.k,a. Kilobit;
(25) ALEKSANDAR BESAROVIC a.k.a. Qiller;l 3 
(28) JOHN DOE 1 mka Sermax l; and
(29) JOHN DOE 2 avk.a. Morfiy;14

15 defendants herein
s together with and aiding and abetting one another, arld others known and

16 unknown
, did knowingly and without lawful authority produce, and did cause others to produce,

l 7 false identilication documentss whichxwere ttansported in the m ail in the course of the unauthorized

l 8 production
, in and affecting interstate arld foreign commerces and the offense involved the

19 production and transferof false identification documents that are and appear to be driver's licenses,

20 with each false identification document set forth below constituting a separate violation of Title 1 8,

21 United States Code, Sections 1028(a)(l), (b)(1)(A)(ii), and (c)(3); and Title l 8, United States Code,

22 Section 2, as follows:

23 Type of
Counts Defendant Date Docum ent Nam e

24
THREE (21) LOFTON Januazy 23, 2009 NV DL M. Webb

25
FOUR (3q KOSTYUKOV April 24, 2009 NV DL A. Kostyukov

26
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FIVE (41 BOOZER III May 19, 2009 TX DL M. W rightl

SIX (22) GOU May 26, 2009 NV DL J. Wang2

SEVEN (23) CAMEZ May 28, 2009 NV DL J, Henry3

EIGHT. . - . (3I.KOSTYUKOV .lune 3.0, 2009 NV DL - - - M. Ulitin - - - . - -.-4

NINE (51 WONG September 14, 2009 NY DL D. Pena5

TEN (281 SENNAO7I October 6, 2009 NV DL L. Sadik6

ELEVEN (3q KOSTYUKOV October 13, 2009 WA DL R. Sadriev7

TWELVE (281 SENNA071 October 20, 2009 AIV DL A. Davis8

THIRTEEN (6) MONTECALVO November 9, 2009 VA DL E. Montecalvo9

FOURTEEN (24) M ORFIY Nevember 19, 2009 NV DL F. Grolshl 0 
.

FIFTEEN (21) LOFTON Febnzary 1 1, 2010 NV DL K. Marshall11

SIXTEEN (24) HARRISON Februaly 25, 2010 GA DL D. Mock1 2

SEVENTEEN (25) BESAROVIC April 12, 201 1 GA DL D. Vmsic13

COUNT EIGH TEEN
14 Attem pt to Unlawful Produce False Identification Docum ents; Aiding and Abetting

15 From on or about April 16
, 201 1, until on or after M ay 18, 201 l , in the State and Federal

16 DistrictofNevada
, andelsewhere, (30) JOHN DOE 3a.k,a. Gruber, defendantherein, togetherwith

17 and aiding and abetting others known and tmknown, did knowingly and without lawful authority

18 attem ptto produce
, and did atlemptto causeotherstoproduce, false identificationdocuments, in and

19 affecting interstate and foreign commerce, and the offense involved the production and transfer of

20 false identification documents that are and appear to be approximately two (2) Florida driver's

21 licenses, in violation of Title 18, United States Code, Sections 1028(a)(l), (b)(1)(A)(1), and

22 (c)(3)(A); and (t); and Title 18, United States Codes Section 2.

23 COUNT NINETEEN
Conspiracy to Unlawfully Transfer False Identification Docum ents '

24
Beginning on or about August 22, 2008, and continuing to on or about M arch 23, 2009, in

25
the State of Nevadas and elsewhere, (1) ROMAN ZOLOTAREV a,k.a. Admin a.k.a. Support,

26
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defendant herein, did knowingly and intentionally combine, conspire and agree with others known1

and unknown, to comm it offenses against the laws of the United States, nam ely to knowingly2

transfer and cause others to transfer false identification docmnents, knowing that such documents3

were produced without lawful authority, and the production and transfer of the false identification

documents wms in and affecting interstate and foreign commerce, and the offense involved the5

production and transfer of false identification documents that are and appear to be driver's licensesy6

a1l in violation of Title l8, United Sutes Code, Sections 1028(a)(2), (b)(1)(A)(ii), (c)(3)(A), and (f).7

CO UNT TW ENTY8 
Unlawful Transfer, Possession and Use of A M eans of Identification;

Aiding and Abetting9

On or about October l9, 2007, in the State and Federal District of Nevada, and elsewhere,10

(8q M OHAMED AMRMAHMOUD a.k.a, AMR MAHMOUD a.k.a. CC - - Trader a.k.a. Kengza,11

defendant herein, together wit.h and aiding atld abetting others known and llnknown, did knowingly
1 2

transfer, possess and use, in and effecting intersute arld foreign commerces without lawful authority,
13 '

a means of identification of another person, ipcluding but not lim ited to, a stolen credit card account
14

number, accotmt holder's nam e, date of birth, Social Security number, address, and telephone
1 5

number, that is, Discover Card account number X-5598; accotmt holder's name B. Detrich; Social
16

Security num ber X-9986; and telephone number X-5662; with the intent to comm it and to aid and
17

abet the commission of and in connection with any unlawful activity that constitutes a violation of
1 8

Federal law, to wit: W ire Fraud in violation of Title 18, United States Code, Section 1 343, a1l in
19 ?

violation of Title l 8, United States Code Sections l028(a)(7), (b)(2)(B), and (c)(3)(A); and Title 18,
20

United States Code, Section 2.
2 1

COUNT TW ENTY ONE
22 Trafficlking in and Use of Counterfeit and Unauthorized Access Devices;

Aiding and Abetting
23

On or about March 1, 201 l , in the State and Federal District of Nevada, and elsewhere, (26)
24 :

DUVAUGH N BUTLER a.k.a. M ackmann, defendR therein,togetherwith and aiding and abetting
25

others known and unknown, did knowingly and with intent to defraud, traftic in and use an
26
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unauthorized access device, to wit: a Chase Bank M astercard credit card accotmt, number ending1

in X-8088, which was stolen and obtained with tbe intent to defraud, and by such conduct did, on2

or about that same date, obuin things of value in excess of one thousand dollars ($1,000.00), that3

is, apFoximately-one thousand fifty threu. dollars ($1,057..00) in goods-qnJ-merch-ud.ises.âgN- .. -4

W almart, store number 2593, in or around Las Vegas, Nevada, with said trafticking and use in and5

affecting interstate commerce, al1 in violation of Title l 8, United States Code, Sections 1029(a)(2)6

and (c)(1)(a)(I); and Title l 8, United States Code, Section 2.7

COUNTS TW ENTY TW O THROUGH FIFTY FIVE
8 rossession orFifteen or Mbre counterfeit and Unautlzorized Access Devices;

Aiding and Abetting
9

On or about each of the dates set forth below, in the State and Federal District of Nevada, and
10

elsewhere,
1 1

(2j KONSTANTIN LOPATIN a.k.a. Graf;12 
(61 EDW ARD M ONTECALVO a.k.a Nlghtmare a.k.a. Tentlre44;

' (81 MOHAMED AMR M AHMOUD a.k.a. AMR 0UD a.k.a.
13 cC- - Trader a.k.a. Kengza;

(14) ROMAN SELEZNEV a.k.a. Trackz a,k.a. Bulba a.k.a. Ncux;
14 g16) ROY AYAD a.k.a. RABIE AYAD mkxa. Patistota;

(171 MINA M OkRIS a.k.a. Source;
15 (18) IU CHID IDAALI a.kva. C4rd3R;

g19) LIRIDON MUSLIU a.k.a. Bowl;
16 (33j JOHN bOE 6 a.kva, Fozzy;

(342 JOHN DOE 7 a.k.a. .vitrum a.k.a. Lermentov;1
7 (35) ANDREI BOLOVAN a.k,a. Panther a.k.a. Euphoric a.k.a. Darkmth;

(361 JOHN D0E 8 a.k.a. TM;
l 8 (37! JOHN DOE 9 a.ka. Zoomer a.k.a. Deputatiand

(3sq JOHN DOE 10 a.k.a. Centurion;
l 9

20 defendants herein, together with and aiding and abetting one another and others, known and

21 tmknown, knowinglyandwithimentto defraud, didpossess tifteentlsl ormoreunauthorized access

22 devices, that is stolen credit and debit card account numbers issued to persons other than the

23 defendants, in and affeding interstate and foreign com merce, with each instance set forth below

24 constituting a separate violation of Title l 8, United States Code, Sections 1029(a)(3), and

25 (c)(l)(A)(I); and Title l 8 United States Code, Section 2, as follows:

26 . . . .
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Count Defendant Date Annroxim ate No. Deviees1

2 F bruazy 22
, 2008 22TWENTY TWO (81 M AHMOUD e

3 Tv THREE (8) MAHMOUD March 9
, 2009 25TW EN

iWENW  FOUR V  VöXTECXVVO January 21, 201j 50
5 TwEN'I'Y FIvE g61 MONTECALVO April 5, 2010 220

6 TwEx-rv sIx (142 SELEZNEV January 2O, 201 l 29

7 ''I-wENTY SEVEN (11) AvAo March 15, 201 1 15

8 TwEx'rv EIGHT (36) TM March l6, 20l l 20

9 Tw Ex'rv xlx F
, (14) sEtizxEv March 18, 2011 20

10 THIRTV g374 ZOOMER March 18, 2011 20

l l THIR'I'V oxE (17j M om us March 18, 20l l 17

12 THIRTV Two (1s) IDAALI March 23, 2011 20

13 THIRTY THREE (2j LOPATIN March 24, 20l 1 20

14 THIRTY Fotm  gl 1) AvAp March 24, 2011 20

1 5 THIRTY FlvE (33) Fozzv Mazch 24, 201 1 20

16 THIRTY sIX (361 TM March 24, 2011 20

17 THIRTY SEVEN (371 ZOOM ER March 24, 201 1 23

18 THIRTY EIGHT (3q CENTURION March 24, 201 l 18

19 THIRTV Nm E (1s) IDAALI March 26, 2011 60

20 FOR'IN (341 .VITRUM March 28, 20l 1 20

21 FORTY ONE (381 CENTURION March 28, 20l l 74

22 FORTY TWO (33) FOZZY March 28, 2011 22

23 FORTY THREE (351 BOLOVAN March 28, 2011 20

24 FORTY FOUR (2J LOPATIN March 29y 201 1 21

25 FORTY FIVE (351 BOLOVAN Apri! 6, 201 1 38

26 FORTY SIX (351 BOLOVAN April 8, 2011 20
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Count Defendant 1 Date Approxim ate No. Devices1

2 FORTY SEVEN g21 LOPATIN April 10
, 201 1 21

3 FORTY EIGHT r181 IDAALI April 1 1
, 20l 1 20

4 - .FORTY Nm E (361 TM April 1 1, 2011 20

5 FIFTY (37) ZOOMER April 1 1
, 201 1 1 9

6 FIFTY ONE (19) MUSLIU April 12
, 201 l 49

1 O 38) CENTURION April l2, 20l 1 22FIFTY TW (

B Y THREE (191 M USLIU April 22, 201 1 12,710FIFT

9 FIFTY FOUR (171 M ORRIS April 29, 201 1 15

10 FIvE (14j SELEZNEV May 12, 201 1 100FIFTY

l l cotm 'rs FIFTY SIX THROUGH SIXTY
Trafficking In and Possessing Access Device-M alting Equipment; Aiding and Abetting

e 12
On or about each of the dates set forth below, in the State and Federal Distl-ict of Nevada, and

l 3
elsewhere,

14
(9) JERMAINE SM ITH a.k.a. Sircharlies7 a.k.a. Fairbusinessman;

15 (151 QASIR MUKHTAR a.k.a. Caliber; and
(39) JOHN DOE 11 mk.a. Consigliori;

16

17 defendants herein, together w1t.11 arld aiding and abetting one another, and others known and

1 8 unknown, did knowingly and with the intentto defraud, traftic in, have control and custody over, and

19 possess device-fnaking equipment, that is blank plastic cards used in the production of counterfeit .

20 access devices, which m'e issued, owned, managed and controlled by a tinancial institution, account

21 issuer, or credit card system member within tlle jurisdiction of the United States, in and affecting

22 interstate and foreign commerce, with each instance set forth below constituting a separate violation

23 of Title 18, United States Code, Seciions l029(a)(4), (c)(l)(A)(ii), and (h); and Title 18, United

24 States Code, Section 2, as m ore fully set forth below:

25 . . .

26 . . ,
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corN'r Defendant Date Aooroximate No. Plastic Cards1

FIFTY SIX (151 M UKHTAR March 22, 201 1 262

FIFTY SEVEN (91 SMITH April 5, 201 l 103

FIFTY EIGHT (39) CONSIGLIORI April 15, 2011 .2.0- - - - -4

FIFTY NINE (391 CONSIGLIORI May 23, 2011 205

SIXTY (391 CONSIGLIORI Jtme 9, 2011 206

1 ONE AND SIXTY TW OCOITNTS SIXTY
Conspirat'y to Trafficking In and Possess Access Device-M aking Equipm ent

8
0n or about the dates set forth belom  in tlle State and Federal District of Nevada, arld

9
elsewhere,10

(9q JERMM NE SMITH a.k.a. Sircharlies7 a.k.a. Fairbusinessman;
11 I 1) AIXAOEIXOLA TESLIM AJAYI a.k.a. Barik Manager a.k.a.1(

Document M anager a.k.a. Corey; and
12 26) DIJVAUGIIN BIJTLER a.kpa. Mackmann;E

13 defendants herein
, 
together with others known and unknown, did knowingly and intentionally

14 combine
, conspire, confederate, and agree among themselves, and with others, to commit offenses

15 againstthe Iaws of the United States, namely, to knowingly and with the intent to defraud, traffic in,

16 have control and custody over, and possess device-making equipment, that is, blank plastic cards

17 used in the production of counterfeit access devices, which are issued, owned, managed and

18 controlled by a tinancial institution, account issuer, or credit card system member within the

19 jurisdiction oftheunited States, in and affectinginterstate and foreigncommerce, witheach instance

20 set forth below constitutinga separate violation ofTitle 18, United Statescode, Sections l029(a)(4),

21 (b)(2), (c)(1)(A)(ii), and (h), ms more fully set forth below:

22 COUNT Defendant Date Approx. No. Plastic Cards

23 SIXTY ONE (9) SMITH & August 31, 2010 10
(261 BUTLER

24

25 SIXTY TWO (1 lj AJAYI & February 16, 20l 1 10
' (261 BUTLER

26
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FORFEITURE ALLEGATION1

1. The allegations contained in Counts One and Two of this Indictment are hereby
2

repeated, reileged, and incorporated by reference herein as though fully set forth at length for the
3

. . . . . purpose. of alleg' eitlzre.plzrsuant to the provisionsrf Title 18, l-lnitçd Stqlç! çqc . Section - .- .4 -- .
I

1963 and Title 28, United Sotes Code, Section 2461(c). Pursuant to Rule 32.2, Fed. R. Crim. P., !5

notice is hereby given to the defendants that the United States will seek forfeiture as part of any
6

sentence in accordance with Title 18, United States Code, Section 1963 in the event of any
7

defendant's conviction under Counts One arld Two.
8

2. n e defendants,
9 .

(1) ROMAN ZOLOTAREV a.k.a. Admin a.k.a. Supm rq
10 g2j KONSTANTIN LOPATIN a.k,a. Gra ,f'

(31 ALEXANDER KOSTYUKOV mk.a. Temp mk.a. Klbs;
1 l (4j MACEO BOOZERIII mk.a. Xxxsimone mk.a. ()4 mk.a. El Padrino a.k.a. Mr.

Right aka. mrdc87;
12 g5) TIN-YUEN W ONG a.k.a. Ray W ong a.ka. Ray;

A  EDW ARD M ONTECALVO mk.a Nlghtmare mk.a. TenurezM;
13 g7j YU FENG W ANG a.ka Ibatistuta;

g8J MOHAM EDAM RM AHMOUDa-Ka. AMRMAHMOUD a.k.a. CC - -'rrader
14 a k

.a. Kengza;
(9) JERM M NE SM ITH mk.a. Sircharlies-/ mk.a. Fairbusinessman;

15 (10) HAGGERTY a.k.a. W ave;
jl 1) ALADELOLA TESLIM AJAYI mk.a. Bank Manager mka. Document

16 M anager a.ka. Corey;
(121 ALEXANDRU I0N a.k,a. Abagnalefrank;

17 g13) JORDAN GEORGIEVSM  mk.a. Devica;
(14) ROMAN SELEZNEV mk.a. Trackz a.k.a. Bulba mk,a. Ncux;

18 gl5j QASIR M UKHTAR mk.a. Caliber;
(16) ROY AYAD a.k.a. ILABIE AYAD a.k.a. Patistota;

19 (17) MINA MORRIS a.k.a. Source;
(181 RACHID IDAALI a.k.a. C4rd3R;

20 (19) LIRIDON M USLIU a,k.a. Bowl;
(20) SERGEI LITVINENKO a.k.a Dorbik mk.a. Matador;

2 1 :(211 MICHAEL LOFTON a.k,a. Klllit mkxa. Lofer y',
(22) SHIYANG GOU a.k.a. Cder;

22 (23j DAVID RAY CAM EZ a.ka. Bad Man mk.a. Doctorsex;
(24) CAMERON HARRISON mk.a. Kilobit;

23 (251 ALEKSANDAR BESAROVIC mk.a. Qiller;
(26) DUVAUGHN BUTLER a.k.a. Mackmarm;

24 (272 FREDRICK THOM AS axk.a 1 Stunna;
(28) JOHN DOE 1 mk.a Sermao7l;

25 (29) JOHN DOE 2 mkxa. Morfiy;
(30) JOHN DOE 3 mk.a. Oruber;

26 (31J JOHN DOE 4 a.kva. Maxxtrt);
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(321 JOHN DOE 5 a.k.a. Elit3;1
(33) JOHN DOE 6 avk.a. Fozzy;
(34J JOHN DOE 7 a.k.é. .vitram a.k.a. Lermentov;2
(35) ANDREI BOLOVAN a,k.a. Panther a.k.a. Euphoric a,kva. Darkmth;
(36) JOHN DOE 8 a.k,a. TM;3
(37) JOHN DOE 9 avk.a. Zoomer a.kva. Deputat;

- . . . -.
,y- .- - - -..-.-- - . .j.ggj. JOI.lN Dor, ttl aek.a. Centurion; and . . .-.- - .-. - . . . . . - ... . . -. - .

(39) JOHN DOE 11 a.k.a. Consigliori;
5 i

. have acquired and maintained intcrests in violation of Title 18, United States

6 Code, Section 1962, which interests are subject to forfeittzre to the United States pursuant to Title

7 l 8
, United Sutes Code, Section 1963(a)(1);

8 ii have an interest in
, sectuity oll claims against, and property and contractual

9 1.1 hts which afford a source of influence over
, the enterprise nanwd and described herein which theg

10 defendants established
, 

'operated, controlledy condueted, and participated in the conduct of, in

1 1 iolationo' f'l-itle 18
, 
United Statescode, Section 1962, which interests, securitiesyclaims, andlightsV

12 bject to forfeiture to tlle United States pursuant to Title 1 8, United States Code, Section 1963AC Su

1 3 (a)(2);

14 iii. have property constituting and derived from proceeds obtained, directly and

15 indirectly
, 
from racketeering activity, in violation of Title 18, United States Code, Section 1962,

16 which property is subject to forfeiture to the United States pursuant to Title 18, United States Code,

17 Section 1963(a)(3).

18 3. n e interests of the defendants subject to forfeitttre to the United States pursuant to

19 Title l 8, United States Code, Section 1963(a)(l), (a)(2), and (a)(3), include but are not limited to at

. 20 least twenty (20) million dollars and a1l interests and proceeds traceable thereto.

21 4. If any of the property carmot be located, has been transferred or sold to or deposited ?
22 with a third party, has been placed beyond the jurisdiction of the court, has been substantially 1
23 diminished in value, or has been commingled with other property which cannot be divided without i

. 
l

24 difticulty, the court shall order the forfeiture of any other property of the defendants up to the value

25 of at leasî twenty (20) million dollars and al1 interests and proceeds traceable thereto as set forth in

26 Section 1963(m).
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The above-named defendants, and each of them, arejointly and severally liable for1

the forfeiture obligations as alleged above.2

A1l pursuant to Title 18s United States Code, Section 1963.3

# day of-1ruary,.zolz. . -.-..-. -. -. .. DATED: this ..& .4

A TRUE BILL:5

/s/
6 FOREPERSON OF THE GRAN D JURY

7
DANIEL G. BOGDEN8 
united states Attom ey

9
j '

. aeee

10
M B Y M . FRA

1 1 AN D w  w
. DIJN AN

Assistant t/nited St es Alom eys
12

13

14

15

16

17

18

19

20

21

22

23

24

25

26
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